Configuring 802.1x authentication on a PowerConnec$324
using the Aegis client and Steel Belted Radius
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The configuration listed in this document is basadhe following topology:
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Step 1 — Configuring the switch (from defaults)

Configure the IP address for VLAN 1:
consol et config
console(config)# interface vian 1
console(config-if)# ip address 192.168.0.100 /24

Configure a local user named userl with passwoedlusnd level 15 privilege:
consol e(config)# username user 1 password userl level 15

Define the RADIUS server and specify the sharedeté®y “mysecretkey”
console(config)# radius-server host 192.168.0.105
consol e(config)# radius-server key mysecretkey

Enable 802.1x globally:
consol e(config)# dot1x system-auth-control

Configure the default authentication for dotlx s& uthe RADIUS server:
consol e(config)# aaa authentication dot1x default radius



Set the authorization state of the client portutoa
consol e(config)# interface ethernet g10
consol e(config-if)# dot1x port-control auto

Step 2 — Installing and Configuring the RADIUS serer
Install Steel Belted Radius. A demo version cadd®e&nloaded from Funk Software at

the following link:
http://www.funk.com/radius/enterprise/enterpriseliua.asp

*EAP is not enabled on the RADIUS server by defalib enable the proper EAP
support, you must edit the %ROOT\Radius\Servicekeide. Under the [Native-user]
section, uncomment (remove the preceding semicat@njollowing lines:

EAP-Only =0
EAP-Type = MD5-Challenge
First-Handle-via-Auto-EAP = 1

Save the changes to the file. Open the Windowsi&=gnap-in and restart the Steel-
Belted Radius service.

Verify that the Local radio button is selected ahdk the Connect button.

**Note: The PowerConnect 5324 only support EAP g#D5 Challenges. The use of
Digital Certificates is not supported.

On the RAS Clients tab, Add the switch as a clafrihe RADIUS server:

&9 Stesl-Belted Radius Enterprise Edition (WXP-7N§2321) =Jo&d
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** Note: Be sure the Make/model is configured fas€d 10S **



Click the Edit authentication shared secret buttoenter the shared secret key:
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Save the RAS Client configuration

On the Users tab, create a user called dotlxuskempassword dotlxuser.

&
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Enter User Password -
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Verify that the Check list attributes and Retust &ttributes tabs are blank.

Save the changes to the Users tab.



Step 3 — Installing and Configuring the Aegis clien

Install the Aegis client. A demo version can be dimaded from Meetinghouse Data
Communications at the following link:
http://www.mtghouse.com/products/aegisclient/indtml

Start the Aeqis client:
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Select the Authentication Profiles option and asew profile called dot1x_client:
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aK | Cancel |
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Verify that the Authentication type is configurext MD5-Challenge. For this example,
we are using static authentication credentials. daualso use logon credentials or have

the client prompt for authentication:

#lthentication Profiles |§|

Frafile: [ dott_client | ﬁddl Delet8|
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€ pply static credentisls to all users
¢ Static credentials set by each user
 Use logon credentials

" Request credentialz at authentication time
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Highlight the network adapter, and click the Netkprofiles toolbar button. Add a
network profile called dotlx_profile, select thedRwp check box, and select the

dotlx_client profile from the dropdown:
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Restart or Stop/Start the Aegis client. If evenythis configured properly, you should get
a successful authentication:

AEGIS Client - Running H=E3
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Once the port is authenticated, the client shoaldtile to communicate with the rest of
the network.

You can use Ethereal to sniff traffic and lookred aiuthentication process. Ethereal can
be downloaded from the following link:
http://www.ethereal.com

A successful authentication capture will show thiéfving:
@ =capture=> - Ethereal

File  Edit Capture  Display IDD|S Help
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2 0.000284 De11EsgP cfio6G: Spann1ng —tree prezponse, Identity [RFC2284]

3 0.002109 00:0F:1f: Fc:?c:cS Spanning-tre: EAP Request, Identity [RFCZ284]

4 0.006480 00:0f:1f:fC:7cicR Spanning-tre: EAP Request, MDS5-Challenge [RFC2284]
5 0.010616 pellesgP_cf:06:60 Spanning-tre: EAP rezponse, Identity [RFC2284]

& 0.010987 DellEsgP_cf:06:60 Spanning-tre: EAP response, MDS-Challenge [RFC2284]
70.017426 00:0f:1f:fC:7cicR Spanning-tre: EAP SUCCess
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