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FOR FURTHER INFORMATION AND DISCUSSION  

Visit Dell OpenManage systems management website at http://www.dell.com/OpenManage.  
For more information on Microsoft System Center Configuration Manager 2007, visit Microsoft 
website at http://www.microsoft.com/systemcenter/configmgr.    
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EXECUTIVE SUMMARY  

This technical white paper describes the Dell Catalog to support Mi-
crosoft System Center Configuration Manager (SCCM) 2007 for Dell 
system updates.  It provides an overview of the system update proc-
ess using Dell Catalog, Microsoft System Center Update Publisher 
(SCUP) and SCCM.  This white paper describes the steps that 
should be followed to: 
1. Import the Dell Catalog into Windows Server Update Services 

(WSUS) using SCUP tool 
2. Import updates from WSUS into SCCM 
3. Scan managed systems using SCCM 
4.   Deploy the necessary updates to the Dell systems using SCCM  
 
Finally, this white paper also provides some tips and best practices 
when using SCUP and SCCM to import Dell catalog and update Dell 
system BIOS, firmware, driver and Dell applications.   

SECTION 1 

INTRODUCTION  

Managing hardware updates for BIOS, firmware, driver and hard-
ware related applications has become a key activity for an IT admin-
istrator.  In enterprise environments, it can be very complex and time 
consuming as the IT administrator needs to determine compliance, 
plan the update, select the appropriate hardware updates and be 
able to deploy the updates to the right set of systems for keeping the 
environment stable and reliable. 
 
Dell Catalog along with Microsoft System Center products SCUP, 
WSUS and SCCM provides the solution that will assist IT administra-
tor in updating Dell systems with the latest Dell BIOS, firmware, driv-
ers and Dell applications available.  As IT administrators design and 
implement a holistic methodology to manage their software and se-
curity patch updates, by importing Dell content into SCCM, IT admin-
istrators can also plan for updates using the same process.  This 
minimizes the resources required to transport Dell hardware updates 
across the network and simplifies the IT process.  
 
 

SECTION 2 
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The Overview of Dell Catalog, MSFT SCUP, and WSUS   

System Center Updates Publisher (SCUP) is an add-on application 
designed to extend the software update management functionality in 
System Center Configuration Manager 2007 (SCCM). It provides ad-
ministrators the ability to import, create, and publish custom software 
update information to their SCCM server. By using the Updates Pub-
lisher to define a custom software update and publish it to the server, 
administrators can begin detecting and deploying that update to the 
managed systems in their organization. The System Center Updates 
Publisher enables administrators to do the following: 

Create the correct applicability and deployment  metadata for an 
update that can be managed through SCCM 
Import catalogs of updates from third-parties (such as Dell) and 
from within the customerôs own organization 
Export and share these software updates catalogs 
Manage custom software update information 

Microsoft has designed WSUS to be a platform for updates for virtu-
ally any size business. That platform includes the underlying frame-
work and an administration console that is free to use.  SCCM build 
on top of the WSUS infrastructure and provide the tool to manage 
the enterprise environments.  
 
As you can see from the Figure 1, SCUP is a component of a com-
plete infrastructure involving Windows Update Agent (WUA), WSUS, 
management products such as System Center Essentials (SCE) and 
SCCM, custom updates catalogs such as Dell catalog and binaries 
from third-party sources such as Dell Update Packages. 
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Figure 1: SCUP, WSUS and WUA Architecture for Custom Updates  
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How to Use SCUP to Import Dell Catalog  

This section will provide step by step instructions on how to use the 
SCUP tool to import Dell Catalog, set the correct configuration for 
SCUP, publish and verify the updates from Dell catalog.   
 
It will assume that the IT administrator has already downloaded and 
installed the SCUP tool on a system. 
 
After the IT administrator installs and launches the SCUP tool on a 
system, follow the steps below: 
 
1. Click Action > Settings  to launch SCUP Settings menu.  

 

SECTION 4 

 

6 May 2008 



Dell Catalog for MSFT SCCM Patch Management  

2. From the Settings menu change tabs to Update Server  and check 
ñEnable publishing to an update serverò.  Configure the settings 
based on the environment and test connection. 
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3. Next create  or  import  a Signing Certificate that will be used to 
setup the trust relationship between SCUP, SCCM, and the man-

aged clients.  Once complete click Apply.  See ñTips and Best 

Practices using SCUP and SCCM (Q&A) ò for additional infor-

mation on how to export/import the WSUS Publishers Self-signed 
Certificate.   
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4. Now switch tabs to Import List and click Add  or Find  depending 
on SCUPs internet access availability;  

 a. Clicking Find  will launch the Discover and Add External Cata-
logs menu; this will automatically retrieve a list of available Cata-
logs from Microsoftôs site.  From the External Catalogs menu select 
publisher ñDellò and click Add > then OK.  
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b. Clicking Add  will launch the Edit Catalog menu; enter ftp://
ftp.Dell.com/Catalog/DellSDPCatalog.cab in the Choose Path field 
and Dell Inc. in the Publisher field.  All other information can be 
entered as desired; then click OK.  

 

10  May 2008 

ftp://ftp.Dell.com/Catalog/DellSDPCatalog.cab
ftp://ftp.Dell.com/Catalog/DellSDPCatalog.cab


Dell Catalog for MSFT SCCM Patch Management  

5. The Dell Catalog will now appear under the Import List; to receive 
automated updates on the Catalog check the ñAutomatically 
check for updates to my catalogs on startupò box.   

 
Note:  IT administrators are still required to launch the SCUP in 
order for automatic catalog update check to occur.  The check will 
notify the administrator of  updated Dell Catalogôs available for 
download. 
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6. On the Operating System that is hosting the WSUS database click 
the Windows Start  button and select the Run  option.  Type MMC 
and click OK.  Next click the File > Add/Remove Snap -in .  Click 
the Add  button and select Certificates > Add > Computer Ac-
count > Next > Local Computer > Finish .  Press Close  on the 
Add/Remove Snap-in pop-up menu.  Press OK on the Add/
Remove Snap-in menu.   
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7. Expand the Certificates tree and select the WSUS > Certificates  
folder, select the WSUS Publishers Self -signed  certificate right 
click and choose Copy .   
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