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Figure 1: SCUP, WSUS and WUA Architecture for Cus-
tom Updates
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SECTION 1
EXECUTIVE SUMMARY

This technical white paper describes the Dell Catalog to support Mi-

crosoft System Center Configuration Manager (SCCM) 2007 for Dell

system updates. It provides an overview of the system update proc-

ess using Dell Catalog, Microsoft System Center Update Publisher

(SCUP) and SCCM. This white paper describes the steps that

should be followed to:

1. Import the Dell Catalog into Windows Server Update Services
(WSUS) using SCUP tool

2. Import updates from WSUS into SCCM

3. Scan managed systems using SCCM

4. Deploy the necessary updates to the Dell systems using SCCM

Finally, this white paper also provides some tips and best practices
when using SCUP and SCCM to import Dell catalog and update Dell
system BIOS, firmware, driver and Dell applications.

SECTION 2
INTRODUCTION

Managing hardware updates for BIOS, firmware, driver and hard-
ware related applications has become a key activity for an IT admin-
istrator. In enterprise environments, it can be very complex and time
consuming as the IT administrator needs to determine compliance,
plan the update, select the appropriate hardware updates and be
able to deploy the updates to the right set of systems for keeping the
environment stable and reliable.

Dell Catalog along with Microsoft System Center products SCUP,
WSUS and SCCM provides the solution that will assist IT administra-
tor in updating Dell systems with the latest Dell BIOS, firmware, driv-
ers and Dell applications available. As IT administrators design and
implement a holistic methodology to manage their software and se-
curity patch updates, by importing Dell content into SCCM, IT admin-
istrators can also plan for updates using the same process. This
minimizes the resources required to transport Dell hardware updates
across the network and simplifies the IT process.
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SECTION 3

The Overview of Dell Catalog, MSFT SCUP, and WSUS

System Center Updates Publisher (SCUP) is an add-on application
designed to extend the software update management functionality in
System Center Configuration Manager 2007 (SCCM). It provides ad-
ministrators the ability to import, create, and publish custom software
update information to their SCCM server. By using the Updates Pub-
lisher to define a custom software update and publish it to the server,
administrators can begin detecting and deploying that update to the
managed systems in their organization. The System Center Updates
Publisher enables administrators to do the following:
e Create the correct applicability and deployment metadata for an
update that can be managed through SCCM
o Import catalogs of updates from third-parties (such as Dell) and
from within the customerds own organi zat.
e Export and share these software updates catalogs
¢ Manage custom software update information
Microsoft has designed WSUS to be a platform for updates for virtu-
ally any size business. That platform includes the underlying frame-
work and an administration console that is free to use. SCCM build
on top of the WSUS infrastructure and provide the tool to manage
the enterprise environments.

As you can see from the Figure 1, SCUP is a component of a com-
plete infrastructure involving Windows Update Agent (WUA), WSUS,
management products such as System Center Essentials (SCE) and
SCCM, custom updates catalogs such as Dell catalog and binaries
from third-party sources such as Dell Update Packages.
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Figure 1: SCUP, WSUS and WUA Architecture for Custom Updates
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SECTION 4
How to Use SCUP to Import Dell Catalog

This section will provide step by step instructions on how to use the
SCUP tool to import Dell Catalog, set the correct configuration for
SCUP, publish and verify the updates from Dell catalog.

It will assume that the IT administrator has already downloaded and
installed the SCUP tool on a system.

After the IT administrator installs and launches the SCUP tool on a
system, follow the steps below:

1. Click Action > Settings to launch SCUP Settings menu.

-

Settings

-,

Impart List | Update Server | Data Source | Trusted Publishers | Advanced

Configure the list of catalog files you want bo import regularl.

[] Automatically check for updates bo my catalogs on startup

Irnport Lizt:
Publizher Mame | Path | Source Obsolete

sdd | End | Edi Femove

[ ok, ]’ Cancel ]
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2. From the Settings menu change tabs to Update Server and check

fEnabl e publishing t.oCordigurethpsbtingse ser ver o
based on the environment and test connection.

Import List Update Server I Data Source | Trusted Publishers | Advanced |

v {Enable publishing to an update server.:

— Settings

Enter the update server that will be used for publishing. Administrative rights are
required on the update server to successfully publish updates.

(¢ Connect to a local update server.
" Connect to a remote update server:

re Sockets Layer (S5L] when commuricating with the

r [Jze Secure
SETVEL

updates

Name: | Port: I

Test Connection |0

— Signing Certificate
The signing certificate iz used to digitally sign content you want to publish ta the
update server. Browse to a signing certificate that you want to use and choose

Create. You can leave the File entry box blank and choose Create to have the
update server auto-generate a self-signed certificate.

File: [

Browse, .. Lreate emoyve

Last recorded update server certificate
Certificate issuer:

Expiration date:

oK Cancel Apply
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3. Next create or import a Signing Certificate that will be used to
setup the trust relationship between SCUP, SCCM, and the man-

aged clients. Once complete click Apply . JipseandiBest
Practices using SCUP and SCCM (Q&A) o0 for addi
mation on how to export/import the WSUS Publishers Self-signed

Certificate.

Settings 21 x|
Import List Update Server I Data Source | Trusted Publishers | Advanced |
[V Enable publishing to an update server.
— Settings
Enter the update server that will be used for publishing. Administrative rights are
required on the update server to successfully publish updates.
(¢ Connect to a local update server.
" Connect to a remote update server:
[Use Secure Sockets Layer (S5 when commuricating with the
Port: I
Test Connection '
— Signing Certificate
The signing certificate is used to digitally sign content you want to publish to the
update server. Browse to a signing certificate that you want to use and choose
Create. You can leave the File entry box blank and choose Create to have the
update server auto-generate a self-signed certificate.
Eile: [
Browse... | Bemove I
Last recorded update server certificate
Certificate issuer: CN=WSUS Publishers Self-signed
Expiration date: 5/6/2018 3:44:04 PM
oK Cancel Apply
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4. Now switch tabs to Import List and click Add or Find depending
on SCUPs internet access availability;
a. Clicking Find will launch the Discover and Add External Cata-
logs menu; this will automatically retrieve a list of available Cata-

l ogs from Microsoftds site. From the EXxte
publ i Behoe ra niid Add * then IOK.

Discover and Add External Catalogs

Choose catalogs from the External Catalogs list to add to the Import List.
Enternd Latalo(s) . ) Chasericataloolslc” .
‘ Publisher Name Publisher Name

1E 1E Updates Catalog Ad | Dell [SCCM and SCE ONLY] Dell Server Updates (|

Citrix Systems Inc. Citrix Hotfix Catalog

Intel Intel Server Management ...

Add All
Remove all
(£ S Y

Catalog Details:

URL: ftp:#/ftp.dell. com/catalog/DellSDPCatalog.cab

Support:

Description:

This catalog supports server updates for Dell PowerEdge and PowerYault server products. IMPORTANT: This catalog applies to Configuration
Manager 2007 and System Center Essentials 2007 only. This catalog will not work correctly on SMS 2003 systems.

[ 0K ][ LCancel ]
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b. Clicking Add will launch the Edit Catalog menu; enter ftp://
ftp.Dell.com/Catalog/DellSDPCatalog.cab in the Choose Path field
and Dell Inc. in the Publisher field. All other information can be
entered as desired; then click OK.

fsettings ________________ 21 x]
Import List I Update Sewerl Data Sourcel Trusted Publishers | Advancedl

Choose a local path, UNC file share, or URL from which to automatically import a catalog.

Choose Path:

|ftp:.Uftp.DeII.com/Catalogf'DellSDPCataiog.cab Browse... I

For Example : \smyserversmysharehmyfile.cab or http: //mycatalogweb/mycatalog.cab

Publisher: |Del| Inc.
Name: [Dell SDP Catalog
Description: Dell SDP Catalog for SCCM or SCE 2007
Support: |http: //support. dell.com/
Import Settings:

IV Require approval of unsigned catalogs from this location during import

[~ Always flag these updates for publishing

0K LCancel

0K Cancel Epply
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5. The Dell Catalog will now appear under the Import List; to receive
aut omated updates on Autbnmtic@llpt al og check t he
check for updates to mhox.catal ogs on start:

Note: IT administrators are still required to launch the SCUP in
order for automatic catalog update check to occur. The check will

notify the administrator of updated Del |l
download.
Settings L 21|
Import List IUpdate Server | Data Source | Trusted Publishers | Advanced |
Configure the list of catalog files you want to import regularly.
IV Automatically check for updates ta my catalogs on startup
Import List:
Publi... l Name I Path I Source l Obso
Dellinc. Dell SDP Catalog  ftp://ftp.Dell.com/Cata...  Intemal Na
x
. ) Successfully added catalog to the database.
<] { H©
Add Find it | Remove | Removean |
0K l Cancel I Apply l
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6. On the Operating System that is hosting the WSUS database click
the Windows Start button and select the Run option. Type MMC
and click OK. Next click the File > Add/Remove Snap -in. Click
the Add button and select Certificates > Add > Computer Ac-
count > Next > Local Computer > Finish . Press Close on the
Add/Remove Snap-in pop-up menu. Press OK on the Add/
Remove Snap-in menu.

Add/Remove Snap-in A 2|l

Standalone IExtensions |

Use this page to add or remove a stand-alone snap-in from the console.

Snap-ins added to: l&] Console Root x

@Certificates {Local Computer)

— Description

Hemove Aabout,,, |

oK | Cancel
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7. Expand the Certificates tree and select the WSUS > Certificates
folder, select the WSUS Publishers Self -signed certificate right
click and choose Copy.
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