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Introduction

The adaptation ofirtualizationtechnology has risen tremendously and continues to grow dubeo
rapid change and growttate of IT infrastructuresOraclé®\VM enables customers to deploy
applications with the ability to share server and storage resout@esaximizeutilizationwithin the
grid. Combining Oracle VMith Dell EqualLogicPS SerieStoragearrayprovidesease of use anthe
ability to evenly distribute worlkads across each array withirserver pooko achievegreater
performance andlexibility. This paper will pvide a Dell solution that shows best practices around
Oracle VMwith DellEqualLogitSCSI Storage arrapd present performance numbers to bettguantify
the delta between running within a virtualized environment and a-ustualized environment.

Audie nce and Scope
This whitepaper is intended for technical users and researchers wanting to

e Learn best practices around Oracle VM
e Learn best practices around Dell EqualLogic iISCSI storage

e Analyze performance data between nweirtual and virtualized environnmgs

Oracle VM Overview

What is Oracle VM?

Oracle VMs server virtualization softwareompogd of two componentsOracl&®VM Rrver and

Oracl®VM Manager. Oracle Vkrverisa virtual infrastructurébased orthe open sourceXen

technologyused in creating virtualized environmen@racle VM Manager, web-based management
O2yaz2ftSs Aa dzaSR (G2 aAYLXATFTe GKS dzal3S 2F hNF Ot S
migration. Togetherthe componentsllow usersto install applicabns in a virtualized environment

with an intuitive point and click strategyhevirtualized environment supports both Linuxx86 and

x86_64)and Window®(x86 and x86_64)perating systemandhas fully virtualized or paravirtualized

guestVMs

Fully Virtualized Systems and Paravirtualized Virtual Machine Operating

Systems

Oraclesuppod (g2 (eLlSa 2F GANIdzZ t YI OKA yRubly viduGlided f & + A NI
VMsare unmodifiedguestoperating systemshat haveno knowledge of the utlerlying hardwareAs a

result, fully virtualized environments allow for edgeareas such gsortability and migration butan

suffer a performance penaltyn contrast, pravirtualized gugsoperatingsystemshave modiftations to

the guest O$hat makethem aware thatthey are running ona virtual machinewhich in turn provides

nearnative performance



The best practice for this paper will be using paravirtualized guest OS virtual machines. The reason
behind this is tausenear-native hardwareperformance in order to quantify the difference between
running Oracle Real Application Cluster within a virtual andvidoal environment.

Benefits of using Oracle VM
Oracle VM is a free produptickedwith features that include:

e Use of VirtuaMachine Templates

¢ High Availability for each Virtual Machine
e Live Migration

e Use of Shared Virtual disk

e Use of shared physical disk

Cloning

A key benefit oDracleVM is that it is a free produdtacked byOracle thugproviding asingle point of
support ofyour entire virtualized environment. This includes support for your Oracle databases, Linux
operating systemand other Oracle applications running in those environments.

Dell EqualLogic Overview

Why choose EquallLogic?

¢KS 5Stft 9l dz t [ageArka@providé IT &dBiNiBtr&térs withingnerous benefits:
wA featurerich iISCSI based enterprise storage solution for a wide variety of applications

wHigh performance

wLow-cost ownership

EqualLogideliversthe benefits of consolidated networked storage in a-se#fnagingjSCSI Storage
Area Network (SAN) that is easy to use and affordddeallogic isuilt on a peer storagarchitecture
where all of the arrays are in a storage pool that is designed t& vogether to provide diskapacity
and evenlhydistribute the load.The PS Series SAN offers high performance, reliability, scalability,
intelligentautomation, simplified deployment, and extensive data protectibime Dell EqualLogic PS
Series iISCSI sage arrays are an ideal choice to deploy highly reliableeasgto-managevM
environmens.

Architectural Overview

Thesereferenceconfiguratiors will both be supportingup to afour node Oracle Real Afigation Cluster
119 (11.1.0.7). One configuratianll be with Oracle VM, while thether configurationiswithout Oracle
VMto compare performance result3he configurations will have the following components:
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Oracle VM ConfiguratiofiFigure 1)
e Four Node clster consisting of PowerEdge R6servers eackerver running only one guest VM
e Two Dell EqualLogic PS4000XV iSCSI array storage systems
e Oracle Enterprise Linux 5 Updater3 guest virtual machines
e Oracle VM 2.2 BETAG on physical servers
e Oracle 11g R1 (11.1.0.7) Enterprise Edition x86_64
Non-Oracle VMConfiguration(Figure 2)
e Four Node clster consisting of PowerEdge R6servers
e Two Dell EqualLogic PS4000XV iSCSI array storage systems
e Oracle Enterprise Linux 5 Update 3
e Oracle 11g R1 (11.1.0.7) Enterprise Edition x86_64
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Figure 1. Oracle VM Configuict
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Best Practices

Importance of staying up to date using ULN network

The Unbreakable Linux NetwofldLN)providessubscribereasyaccess tall of Oracle VM2 dpdates,
patches, and fixes. It is very important to make sure that you have your system updated with the latest
patches and fixes beforeonfiguring your Oracle VM systamensure best performance and most
enhanced features are used within your enviragmi

Overview of OVM network infrastructure

hNI Of S ta {SNBSNJOoh+tal HdPH A& O0F&aSR 2y -SyQa ySisg
within the OVM Server to a bridge. A bridge is equivalent to a virtual switch consisting of a physical

interface. In the example below, you will notice that OVM Dom 0 shows the physical NIC adapter as eth#

and the bridge has xenbr#

[root@rl -r710 - nl1 ~J# brctl show
bridge name  bridge id STP enabled interfaces
xenbrO 8000.0022193313d2 no ethO

How to Bond multiple NICs in Oracle VM

hNI Of S +aQad I NOKAGSOGdzNE LINRPYARSa GKS akyY$S yriAg@s
5.x distributions. Although bonding has several different modes whidbhde modes such as the round

robin policy and load balancing policy, the actbackup policy (mode 1) is the preferred mode for

Oracle RAC interconnects. The actbazkup policy has only one active slave and the remaining are
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passive slaves. One of théher slaves will become activié and only ifthere is a failure with the
current active slave within the bond.

In order to setup bonding within the OVM environment, the first step is to stop any guest VMs that are
currently running. Once you have sfm all guestvVMs, you musstop all network bridges within your
OVM environment using the following command

| etc/xen/scripts/./network - bridges stop

The networkbridges script controls the creation of your network bridges for each physical NIC. The
defaultbehavior of OVM is to create a xen bridge for each physical NIC.

In the following example, we will start configuring our bondO device and enslave two NIC adafiérs
and eth2)to our bond device.

1) Ceate a bondO device file undéstc/sysconfig /network - scripts/ named ifcfgoond0O
The ifcfg bondO file will look like the following:

DEVICE=bond0O
BOOTPROTO=none
ONBOOT=yes
BRIDGE=xenbrb0

Ly GKA&a SEIFYLXS AG A& AYLRNIIyG G2 .ghexéedrbd KI G
bridgewill be the bonded bridge which will be exposed to your guest VMs (Dom Us).

2) Create a ifcfekenbrbO file underetc/sysconfig/network - scripts/
An example of the ifcfg xenbrbO file will look like the following:

DEVICE=xenbrb0
BOOTPROTO=static
ONBOOT=yes

IP ADDR=192.168.11.140
NETMASK=255.255.255.0

3) Enslavalevices ethl and eth2 tthe bond0 device. The configuration of your ethl and eth2 should
look like the following:

Edit the file /etc/sysconfig/network - scripts/ifcfg - ethl

DEVICE=ethl
BOOTPROTO=none
ONBOOT=m
MASTER=bond0
SLAVE=yes

Edit the file /etc/sysconfig/network - scripts/ifcfg - eth2



DEVICE=eth2
BOOTPROTO=none
ONBOOT=no
MASTER=bond0
SLAVE=yes

4) Edit your/etc/modprobe.conf file and add the following lines
alias bond0 bonding
options bond0 miimon=100 mode=1

In the next step we will be creating a netwestkimmy script which will be used to override the existing
network-bridges script that is called within yoletc/xend/xend - config.sxp . TheOracle best

practice is for all of your xen bridges to be created withie@ 2 dzZNJ A FOF3 ySGg2N] & ONK LI
command and not by the netwotkridges script.

Example:
If you want ethO to bavailableto your Dom Us, modiffetc/sysconfig/network -
scriptsl/ifcfg -eth0 ' YR RR (GKS tAYyS a. wlL 5hbogd|db&8ed @eNnoé @ ¢ KA &
that is attached to your ethO device.
5) Create a file calledetwork - dummyunder/etc/xen/scripts/ and edit with the following
#1/bin/bash
/bin/true

6) a2 RATe& G(KS aO02yJ A 8 didels/kad/ R dBHESAGR for the linabeled:
(network - script network - bridges)
Replace this line with:
(network - script network - dummy)

7) Reboot the server for all changes to take effect.
8) wdzy (KS O2¥KRYgR WaNWOE1S &adzNB (GKIFG @2dzNJ 6NARISA ¢

example below.
[root@rl -r710 - n1 ~]# brctl show

bridge name  bridge id STP enabled interfaces
xenbrO 8000.0022193313d2 no ethO
xenbrb 0 8000.0022193313d4 no bond0O

Setting up your Dell EqualLogic iSCSI environment

The following terminology is used to describe the different aspectd#lbEqualLogic array
Member¢ is an EquallLogic array

Groupg consists obne or more members

Poolg consists of the RAID configuration of disks belonging to one or several members
Volumec a virtual disk or LUN
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Our EqualLogic environment consists of four host systems attached to two DellL&gjec PS4000XV
iISCSI arraymnfigued with RAIELO on each membelOur best practice recommendaticetup will
consist of ach membeiconnectingto two Dell PowerConnert5400series switches to enser
maximum bandwidth and higavailability.Each EqualLogic member consists of two cor@rslbne
active and one passive. The actoantroller should consist afne connection taeswitch A and the other
connectionconnected to switch Brhe passive controller should consist of one coniectd switch B
and the other connectioconnected to switch AThe two PowerConne&400series switches should be
trunked together to minimize network congestion and ensure high speed network communication
between the two switchegrigure3 below illustratescablingconfigurationfor one Equdlogic member
as described abové&or information on how to initialize and configure your Dell EqualLogic iSCSI array
please refer to th€equalLogic PS4000XV Group Administration and CLI Reféwddetound at
http://www.equallogic.com

=g Dcll PowerConnect 5448
Gigabit EthernetSwitches
foriSCSINetwork

.......

odddlXld 4 LAl B LALALAd I EELLLLLLA.IL

Rear View of Dell
EqualLogic PS4000XV
iSCS! Storage Array

Power Supply and  Control Module 1 Control Module 0 Power Supply and
Cooling Module 1 Cooling Module 0

iISCSI Storage Area Network

Figure 3. iISCSI Network configuration

Creating Volumes

Once the array has been successfully initialized, volumes can be created. Volume access is wiinaged

Fy | O00Saa O2y(iNBt fAald 6!/ [0 KXKB( gRibfamaSon@a! /[ yS
order to connect and initiate 1/O traffic. This is accomplished by addi@glAP usean IP address, or an

iISCSI Qualified Name (ICbb) all the initiators that require access to the desired volume. If multiple

initiators areused ina cluster environmentplease mark the checkbox that enables shared access to the

iISCSI target from multiple initiatorslodification of theinitiator@ detailswill need to be added to the

accesgontrol list of the voluméo ensure connectivity to the hosOnce the volumes are created and

configured the host system can perforistorage discoverylhe steps on creating a volume once logged

into the GUI group manager are:

. { St SO0 #bmaht leivhEvigdion barighi Ot A 01 |yR aSt SO0 W/ NBI S
2. Inthe Volume Settings window, please enter your Volume name and an optional brief
description.
3. Inthe Space reserve window, please enter the apgetprvVolume size.
4. Inthe iSCSI access window, please select the appte@ccesd-or exampleCHAP, IP address,
or iISCSlI initiator name. Make sure to enable shared access to the iISCSI target from multiple
initiators when using a clustered environment.
5. In the Summary window, review your settings and click Finish.

=
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Configurin g the iISCSI Network
One of the key aspects of achieving optimal performance from your Dell EqualLogic iSCSI array depends
on setting up critical features found within your PowerConnect Gigabit switches and Ethernet NICs used

for iISCSI traffic.
The followng recommendations are best practices when setting up your iSCSI Network:

e Create an islated network for iSCSI traffic or VLAN your iSCSI connections to ensure they are
separated from any other networks within your environment

e Atrunk link between your Gadpit switches that equals the total amount of bandwidth available
from your EqualLogic iISCSI agray

¢ Within the PowerConnect switch, it is recommended to enable the following:
0 Enable Rapid Spanning Tree Protocol (RSTP)
o Enable PortFast within your switclons used for iISCSI
o Enable Flow Control within your switch ports used for iISCSI
o Disable unicast storm control within your switch ports used for iISCSI
o Enable Jumbo Frames on the switch

e Within the OVM server, it is recommended to enable the following:

o Enable Jumbo Frames on your iSCSI Ethernet NICs by setting your MTU to 9000 within
your /etc/sysconfig/network - scripts/ifcfg - <eth#>

For more information on best practices regarding iSCSI Network with EqualLogic storage please refer to
PS Series Groups: Bige Array Network Performance Guidelifesind at
http://www.equallogic.com/uploadedfiles/Resources/Tech Reportsigtwork-guidelinesTR1017.pfl

Setting up CHAP authentication

The authentication methodology used and recommended by Dell Equalkagiase the CHAP
(ChallengeHandshake Authentication Protocol) authentication. CHAP is an authentication protocol that
uses Point to Point Protocol (PPP) servers to validate the identity of remote systems. The verification
process is accomplished by éagystem having a secret username and password to authentithee.

steps on how to set up your CHAP user on the GUI group manager are as follows:

1. { St SO0 WDNRdzZL) / 2y FAIdzNI GA2yQ FTNRY (GKS €STiH ylI @
pane.

2. Underi KS aSOiA2y t106StSR w20t /1!t ! 002dzyidaQ O
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On the popup dialog box, please enter the username and password credentials for your CHAP
account and click OK.

P A P
“

OhLIIA2Y I f0 ! YRSNI GKS aSOiAzy flLoSftS& WA{
Fdzi KSYGAOFGA2YyQ YR SYydiSN) GKS dzaASNYIFYS |

Before configuring CHAP access on the OVM Server, please ensure that yniti&osi
version is 2.868 or higher. To verify your version use the command:

iscsiadm -7 version

Once you have verified your version of the iSCSI initigtarmust modify the CHAP Settings

section underetc/iscsi/iscsid.conf . Under the CHAP Settings section, please modify

GKS dSOiA2ya oKAOK NBFTSNBYDEAGRSRESE&E22 NRSG dza §
used when setting up your CHAP users within the EqualLogic GUI Group Manager. An example

of the CHAP Settings section can be seen below. Sections in bold are required for

authentication. If you skipped stepplease leavé y @8 NBFSNBy OSa (2 adzaASNYI Y
GLI 2ag2NRYAYE O2YYSYGSR 2dzizx 20KSNBAAS LX S as
EqualLogic GUI Group Manager.

P —

# CHAP Settings

# kkkkkkkkkkkkk

# To enable CHAP authentication set node.session.auth.auth method
# to CHAP. The default is None.
node.session.auth.authmethod = CHAP

# To set a CHAP username and password for initiator

# authentication by the target(s), uncomment the following lines:
node.session.auth.username = username
node.session.auth.passwor d = password

# To set a CHAP username and password for target(s)

# authentication by the initiator, uncomment the following lines:
#node.session.auth.username_in = username_in
#node.session.auth.password_in = password_in

# To enable CHAP authentication for a discovery session to the target
# set discovery.sendtargets.auth.authmethod to CHAP. The default is
None.

discovery.sendtargets.auth.authmethod = CHAP

# To set a discovery session CHAP username and password for the
initiator

# authentication by the target(s), uncomment the following lines:
discovery.sendtargets.auth.username = username
discovery.sendtargets.auth.password = password

13



# To set a discovery session CHAP username and password for target(s)

# authentication by the initiator, uncomment the f ollowing lines:
#discovery.sendtargets.auth.username_in = username_in
#discovery.sendtargets.auth.password_in = password_in

Configuring Host Access to Volumes

This section will provide steps on how to connect your iSCSI volumes to your Oracle VMT8erver.
steps below assume that you have already setup y8QiShetwork and your Ethernet iSCSI NICs can
ping the EqualLogic group IP.

1. Start up the iscsi service using
service iscsi start

2. Make sure the iSCSI service starts upon boot using the command
chkconfig iscsi on
chkconfig iscsid on

Verify your iSCSI service will start upon boot using the command

chkconfig -7 list| grep iscsi
iscsi 0:off 1:off 2:0n 3:0n 4:0n 5:0n 6:0ff
iscsid 0:off 1:off 2:0n 3:0n 4:0n 5:0n 6:0ff

3. Verify each Ethmet NIC for example eth4,eth5,eth6,& eth7) used for iISCSI traffic can ping
your EquallLogic storage group IP using the command:
ping Tleth 4 <EqualLogic Group IP>
ping Tleth 5 <EqualLogic Group IP>
ping Tleth 6 <EqualLogic Group IP>
ping Tleth 7 <EqualLo gic Group IP>

4. Create an iSCSI interface for each NIC that will be used to handle iISCSI traffic. The name of your
iSCSI interface can be anything, howeirethis exampleconfigurationi K S £ Ssii G SNJ a A ¢
appendedin front of the Ethernet device name, iieth4

iscsiadm imiface ilieth4 -Top=new
iscsiadm imiface ilieth 5 -1op=new
iscsiadm imiface ilieth 6 -1op=new
iscsiadm imiface ilieth 7 -7op=new

5. Once your iSCSI interfaces have been cregbednust correlate these newly created iSCSI

interfaces to tle corresponding Ethernet devices.
iscsiadm  imiface Tlieth4 - T op=update 1 n iface.net_ifacename ivethd
iscsiadm imiface ilieth 5 -7op=update 1 n iface.net ifacename iveth 5

14



6.

9.

1.

iscsiadm imiface ilieth 6 -7op=update i niface.net ifacename iveth 6
iscsiadm imiface ilieth 7 -7iop=update T niface.net_ifacename iveth 7

Verify your iSCSI interfaces have been created correctly and are corresponding to the correct
Ethernet device.
iscsiadm i miface

ieth4 tcp,default,eth4
ieth5 tcp,default,eth5
ieth6 tcp,default,eth6
ieth7 tcp,default,eth7

Discover your iSCSI targets on the EqualLogic array using the command:

iscsiadm  imdiscovery itst T p <EqualLogic Group IP> - | ieth4 il
ieth5 T11ieth6 Tlieth7

<EqualLogic group IP>:3260,1 ign.2001 - 05.com.equallogic:0 - 820906 -
de5c 93e02 - e2f000000344a8c4 - volume - name

<EquallLogic group IP>:3260,1 ign.2001 - 05.com.equallogic:0 - 8a0906 -
de5c93e02 - e2f000000344a8c4 - volume - name

<EqualLogic group IP>:3260,1 ign.2001 - 05.com.equallogic:0 - 820906 -
de5c93e02 - e2f000000344a8c4 - volume - name

<EqualLogicg roup IP>:3260,1 ign.2001 - 05.com.equallogic:0 - 820906 -

de5c93e02 - e2f000000344a8c4 - volume - name

Once the targets have been discovered, please log in your targets using the command:
iscsiadm T mnode -7 login=all

Verify all your sessions have been correctly loggday typing:
iscsiadm 1 m session

Setting up Device Mapper Multipath

The purpose of Device Mapper Multipath is to enable multiple I/O paths betweenOVM Servers and
DellEqualLogic iSCSI Storageaysin order to add high availability and improve performance.
Multipathing accomplishes this by combiniyaur iSCSI pathato one device mapper path and properly
load balancing the I/OT'his section will provide the best practices on how to setup your i&@@SI

device mapper multipathingithin your OVM serverThe steps below assume you have already logged
in your iISCSI targets on each of your Oracle VM Servers.

Verify that your devicenapper and multipath driver are at leaste version shown below or
higher:
rom -da| grep device - mapper
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device - mapper-1.02.28 -2.el5
device - mapper- multipath -0.4.7 -23.el5.4.0.1
device - mapper-event -1.02.28 -2.el5

Identify your locatlisksi.e. /dev/sda.Once your local disk is determined run tloldwing
command to obtain itscsi_id:
scsi_id 1 gus /block/sda

360024e805314c20011faf391033bdece

Once the scsi_id of your local disks been retrievedyou mustblacklist this scsi_id from being
used as a multipath devic®pen the/etc/multipath.conf file and locate, uncomment,
andmodify the section below:
blacklist {
wwid <enter your local disk scsi_id here>
devnode "ram|raw|loop|fd|md|dm - |sr|scd|st)[0 -9
devnode "*hdla - z]"

Uncomment your defaults section within yolatc/multipath.conf
defaults {

udev_dir /dev

polling_interval 10

selector "round - robin 0"

path_grouping_policy multibus

getuid_callout "/shin/scsi_id -g -u -s

/block/%n"

prio_callout /bin/true

path_checker readsector0

rr_min_io 100

max_fds 8192

rr_weight priorities

failback immediate

no_path_retry fail

user_friendly_names yes

}

Locate the multipaths section within yoletc/multipath.conf file. In this section you
will provide the scsi_id of each iISCSI volumemngidean alias in order to keep a consistent

naming convention across all of yadDVM Servenodes. An example is shown below:
multipaths {
multipath {
wwid <scsi_id of volumel>
alias alias_of volumel

multipath {
wwid <scsi_id of volume2>
alias alias_of_volum e2



}

Additional multipath subsections can be added to méxet number ofvolumesyou need
exposed tceach of youiOracle VM Server.

6. Restart your multipath daemon service using:
service multipathd restart

7. Verify that your multipath volumes aliase displayed properly:
multipath [l

Alias_of volumel (scsi_id of volumel ) dm - 2 EQLOGIC,100E - 00
[size=220G][features=0][hwhandler=0][rw]

\ _round - robin O [prio=0][active]

6:0:0:0 sdaj 66:48 [active][ready]

4:0:0:0 sdag 66:0 [active][ready]

3 :0:0:0 sdd 8:48 [active][ready]

\_
\_
\_
\ _5:0:0:0 sdn 8:208 [active][ready]

8. Make sure the iISCSI service starts upon boot using the command
chkconfig multipathd on

9. Repeat steps-¥ for each OVM Server node.

Setting up your OCFS2 Cluster Configuration file

The Oracl®Cluster File System (OCFS2) is the file system used for setting Qpattie®VM Server
(OVSrepository partition for shared disk access across all your OVM Server nodes. OCFS2 uses a
heartbeat mechanism across all your OVM nodes via#teork to maintain data consistency. Due to

the OCFS2 heartbeat using the network traffic to keep data consistency, dedicate a physical Ethernet for
network heartbeat traffic.

An example of this Ethernet device configured is shown below:

DEVICE=eth2
BOOPROTOnRoONe
ONBOOT=yes
IPADDR=192.168.11. 90
NETMASK=255.255.255.0
HWADDR=00:22:19:33:13:D8

Once one of your Ethernet devices on all your nodes has been setup for the OCFS2 heartbeat, you will
run fromeach nodehe OCF3 setup script using the command
/ usr/lib/ovs/ovs - cluster - configure
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This command will generate your /etc/ocfs2/cluster.conf,ilef A 0 R2 S &y, and allodgdNBE y (i t &
to configure your o2cb servic@nce your cluster.conf is generated, please modify the settings to suit
your envirmment, for example)P address.

An example of your cluster.conf file:

node:
ip_port=7777
ip_address=192.168.11.90
number=0
name=rl -r710 - nl
cluster=ocfs2
node:
ip_port=7777
ip_address=192.168.11.91
number=1
name=rl -r710 - n2
cluster=ocfs2
node:
ip_port=7777
ip_address=192.168.11.92
number=2
name=rl -r710 - n3
cluster=ocfs2
node:
ip_port=7777
ip_address=192.168.11.93
number=3
name=rl -r710 - n4
cluster=ocfs2
cluster:
node_count=4
name=ocfs2

Setting up your Oracle VM Server (OVS repository

Oracle VMuses Oracl&M Server (OVS) repositories to store resources such as virtual machines,
templates, ISO images, @shared virtual disk®©nce a storage repository has been created and
initialized it will create storage repository directories to store these resour@eee of these sub
directories is the running_pool directory which will contain your virtual machi@ese you have
configured your cluster.conf and your 02cb senfmeeach nodevia your ServePool Masteryou will
create anOVS repositorjollowing the steps below.
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1) Create your OCFS2 filesystem on your partition
mkfs.ocfs2 1T datafiles IN8 iL A OV Ssource

Example : mkfs.ocfs2 T T datafiles IN8 IL AOVSO /dev/ mapper/ mpathl

The(T datafiles parameter makes use of a large cluster size. This cluster size depends on the device size
and cannot be changed later. It is recommended allocate;t@ption with at least 8 slots, even if

using nonrshared storage. Increase the number of slots to greater than 8 if the cluster will have more

than 8 OVM Server nodeshecL option is a label for our OCFS2 partition in which we have named OVS.

2) The command tareate your OVS repository is the following:

/opt/ovs - agent - 2.3/utils/repos.py i nsource Tittype
Example : /opt/ovs - agent - 2.3/utils/repos.py T n /devimapper/mpathlpl it
OCFS2

The repos.py script is used to manage your storage repositories. It providéexitdity of creating,
deleting and initializing one or more storage repositories. In the example aboventbption creates a
new storage repository. The source is the block device path of our shared EqualLogic storage volum
used as our OVS partitiofhect option specifies the type of partition. In our example we used an
OCFS2 type partition.

3) Once youlOVS repository has been created, you will make the newly created repository the cluster
root repository for your OVM Servers. From the Server Riadter run the command:

/opt/ovs - agent - 2.3/utils/repos.py T r uuid

NOTEThe UUID is the Universal Unique Identifier of the storage repository which can be found by using
the list command from the repos.py script. An example of optaitiegJUID is shown below:

/opt/ovs - agent - 2.3/utils/repos.py Tl

Thegl option or--list option shows the storage repository UUID and the block device path of your
shared EqualLogic storage volume.

4) Next,you must initialize the storage repository. Thdialization of the repository will create the
storage repository suldirectories such athe running_pooldirectorywhich stores your virtual machines
and mount the repository to your othexxisting OVMserver nodes.

/opt/ovs - agent - 2.3/utils/repos.py -

5) Ensure that you can see all of your /OVS mounts across all your OVM Servausioglieise
command:

df -h
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6) For more information on how to you use the repos.py script please usghtbe--help option.

Oracle VM Manager

The Oracle VM Manager is3JI web based management console used to simplify the usage of Oracle

+aQa Ylyeée FSIF{idaNBa adzOK Fa ONBFiAy3a +adah Of 2yAy3s
purpose is to simplify usage of operational commands and pass them directly to your Ovaskrvers.

Creating Server Pools & Virtual Machines

Creation of virtual machines is the most elemental function you will use within your Oracle VM
Manager. However, in order to create virtual machines, a server pool must be created in order to host
your virtual machines. A server pool can be thought of esrgainer in which to hold one or more
physical servers. Once a server pool is created, virtual machines can be hosted by one of the servers
within the server pool. Virtual Machines by default are hosted in a renatih fashion making sure the
servers wthin your pool areproperlyload balanced. However, if there is a particular need for a VM to
be hosted on a particular server within your server pool you can manually set this fesingethe

WYt NBEFSNNBR whéNEefindB vical $néchineavinually assigning a VM to a particular
server is not recommended because you will lose high availability.

The stepdo createa Server Pool are as follows:

NIISNI t 22f &aQ

(0p))
pul;
€

w»

1. { St SO0 GKS Glro ft1 oSt {

z

2.hy GKS NARIKG O2NYySNI

QX
(0p))

f SO0 GUKS odzitiz2zy f1F0SfSR
3. hy (KS aSOGA2y t1F06StSR W/ NBFIGS {SNBSNIt22fQ LIX
server pool virtual IP, and make suresietl A 3K ! @l AfFoAf QGIe& az2RS G2 W9,
The server pool virtual IP will allow the ability to enaligh availability If avirtual IP is not
entered, the High Availability Mode will be disabled.
NOTE: During the publication of this paper, the VIP functionality was not working with the OVM
2.2 Beta

4. hy (GKS aSOGA2y t106StSR W{ SNIPSNJ ghthidunsénelQ | RR (K
poolhy 08 &2dz KI ¥5 SYGSNBR | ASNDSNDRDA ONBRSYGAL f
is important to note that each server pool requires one Master node, at least one Utility Server,
and at least one Virtual Machine Server.
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For more information on what exactly is a master, utility and virtual server please refer to the
master book list found at
http://download.oracle.com/docs/cd/E15458 01/napédrtal booklist.htm

5. On the User information section please fill out the appropriate information and click Next.

6. On the Confirmation Summary, please review the server pool detailgfasairect click Finish.

The steps on creating a Virtual Machine asda@lows:

1. { St SO0 UGUKS WxANldztf al OKAySaQ dGlro FyR Of A0
corner.

2. Select the appropriate creation method to be used to create your virtual machines. For the
LJdzZN1J2 4Sa 2F G KA & LI LISNIF NBS @iaytati I dafliad BigeirS/O GYASyRA
and click Next.

3. { St SOG GKS FLILINPLINRIFIGS {SNBSNIt22f (G2 06S dzas
from Auto to Manual if this particular virtual machine needs to run on a particular server
located within your sever pool. If not, please leave Auto as the default and diekt
NOTE: Changing from Auto to Manual will disable high availability for that particular virtual
machine not recommended

4. Select the appropriate virtualization method for your particular \XMithin our best
practice configuration we used the Paravirtualized virtualization metoodptimal
performance
NOTE2 KSy dzaAy3d GKS WCdzZ f& +ANIdzrfAT SRQ YS(iK2R:
ISO Files located under the ResourcekSO Féls section. The ISO files can be registered
using an external source such as HTTP server or you caeacpypfyour ISO files to the
/OVSliso_pool/<name_of iso_dir>/ and select the appropriate server pool to
discover and register these ISO files.
NOTE2 KSy dzaAy3d GKS Wt | N} AN dzl £ AT SARteefigsS i K2 RS |
found within your OS distributiofSOsand place them within your HTTP or FTP server.

5. Enter the virtual machine information with the specifications required for yourigaler
VM and click Next.

6. Verify that the information is correct and click Finish.

Howto- T AEAU A 6EOOOAI - AAEET AGO0 2A01 OOAAO

One of the great feature sets of having a virtual environment is the ability to distribute resources on

your VMs to reflectyouB Yy A NB Y YSyYy (1 Qa NB | dzjoNBilMeauyhdw tdalteryouri KA a aS 0
memory size, virtual CPUs, add virtual NICs and how to create shared virtual disks via the OVM Manager.
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It is important to note that resource changes to your environment caneotdine during runtime and
require your virtual machine to be powered off in order for any changes to take effect.

Once a VM has been created and is displayed under the Virtual Machingtatnust do the following
to modify any resources within your VM:

1. Select the appropriate VM radio button and click the Power Off button to power down the
virtual machinghat is to be modified

2. Once the virtual machine is powered down, select the Configure tab. Within the Configure tab,
five other tabs will be availableotallow different modifications of your virtual machin€hese
tabs are the General tab, Network tab, Storage tab, Policies tab, and the Profiles tab.

3. Under the General tab, you can modify the Maximum Memory Size (MB) and the Memory Size
(MB). Once youdve modified the memory setting, please click 8&vebutton on the right
corner.

4. Under the Network tab, you can add, edit, or delete any virtual network interfaces. When
adding a virtual NIC, select teldbutton and give a name to your virtual NIC aomiththe
bridge that virtua NIC should be associated with and click Next.

5. Under the Storage tab, you can create new virtual disk, attach/detach a shared virtual disk, edit
a virtual disk, or delete a virtual disk. Selecting Al button will require yu to give a hame to
your virtual disk and assign it a disk size.

6. Under the Policies tab, you can change the number of virtual CPUs for your virtual machine.
Selectthe appropriate numbefrom the dropdown listand click theApplybutton.

Oracle VM Server

How to modify the vm.cfg file to a dd Shared Physical Volumes to your Virtual Machine

When working with Oracle databases, it is highly recommended to use physical volumes attached to
your virtual machines instead of shared virtual disks due to degradddimmance when using virtual
disks. Unfortunately, within the Oracle VM Manager you cannot add physical volumes to your virtual
machine unlike shared virtual disks. In order to add physical disks to a virtual mgohimeist modify
I+ a Q3 filedocate® dnderOVS/running_pool/<vm_name>/ . This directory contasa
System.img file, a vm.cfg file, and a vm.cfg.orig file. An example of a basic fimafeated by the

OVM Manager looks like the following:

bootloader = 'fusr/bin/pygrub’

disk = ['fil e:/OVS/running_pool/28_rl - 1710 - n1/System.img,xvda,w']
keymap ='en -us'

memory = '46000'

name ='28 rl -r710 - nl'
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on_crash = 'restart’

on_reboot = 'restart'

uuid = '3e9222d6 - ec80 - ad64 - d70c - 63d96a6b6e68'

vcpus =4

vfb = ['type=vnc,vncunused=1,vnclisten=0.0.0.0 ,vncpasswd=matrix123']
vif = ['mac=00:16:3E:6E:82:6C, bridge=xenbr0’,

'mac=00:16:3E:03:A9:C9, bridge=xenbrb0',

]

In order to add a physical diskgumust first verify that all the physical disks can be seethd®racle
VM Server. This step was handigdenyou setupyour iSCSI connections and multipathing. Once
storage is properly setupou need to add the following line to the disk sectionyofur vm.cfg file:

'‘phy:/dev/imapper/ <alias_of_volume_from_device_mapper> xvdb,w',

The prefix for a physical digkda G KS WLIK& Q ¥ 2 f yodr ph$siRal diskwhichf$histadeDl G A 2 Y
would be /devimapper/<alias_of volume_from_device_mapper>, followed by the label given to the
physicaldiskwhen exposed to the virtual machinia thiscasef | 6 St S Rnd tH&EWMAR @e@nission

IAPSy (2 GKS LKearOnt. RAAF & ¥ gumyify HaSHatepdBs8shKECR Y ¢

and voting disk volume, three database volumes and a flashback recovery area vbhane.

modifications from the original filare highlighted in boldor easy distinction.

bootloader = 'fusr/bin/pygrub’

disk = [file:/OVS/running_pool/28 _rl - 1710 - n1/System.img,xvda,w' ,
'phy:/devimapper/ocrvote, xvdb,w’,

'phy:/dev/imapper/dbl,xvdc,w',

'phy:/devimapper/db2,xvdd,w',

'phy:/devimapper /db3,xvde,w',

'phy:/devimapper/fra,xvdf,w',]

keymap ='en - us'

memory = '46000'

name = '28 rl -r710 - nl'

on_crash = 'restart’

on_reboot = 'restart'

uuid = '3e9222d6 - ec80 - ad64 - d70c - 63d96a6b6e68'

vcpus =4

vfb = ['type=vnc,vncunused=1,vnclisten=0.0.0.0,vncpassw d=matrix123']
vif = ['mac=00:16:3E:6E:82:6C, bridge=xenbr0’,

'mac=00:16:3E:03:A9:C9, bridge=xenbrb0',

]
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Performance

Themain focus was to capture and analyze the performance of running Oracle Real Application Cluster
(RAC) scalability tests with two, three, and four node Oracle RAC environmemigravistualized and
non-virtualized environment. This comparison was acctismgd by creating two identical physical
configurations with the same amount of physical resources available to both configurations. ®able 1
Table 2below showthe Wlardware andsoftware Configuratiori$or both environments.

Table 1. Oracle VM Hardveand Software Environment

Software Hardware

OVM Server Up to four Dell PowerEdge R610 Servers
A Intel Xeon CPU X5560 @ 2.80 GHz
A 48GB of RAM

A 4 X LAN on motherboard (LOM)

OVM Manager One Dell PowerEdge R610 Server
A Intel Xeon CPU X5560 @ 2.80 GHz
A 8 GBof RAM
A Oracle VM Manager 2.2 BETA
Guest VM (DomU) Up to four Guest VMs running

A 45 GB of RAM
A Only one VM running per R610 server

External Storage Two Dell EqualLogic PS4000XV iSCSI storage i
A 146GB disk capacity
A 15K RPM
A Total of 32 disks
VolumeConfiguration A Three volumes of 220GB each for datab
(All volumes exposed as physical devices to eaq A One volume of 150GB for flashback
VM) recovery area
A One volume of 2GB for OCR, votingdisk,
and spfile
Oracle VMOS and Device Driver Oracle VM 2.2 BEBAX8664)

A kernel 2.6.18128.2.1.1.2.6
A iscsiinitiator-utils-6.2.0.8680.18.el5
A devicemappermultipath-0.4.7-23.el5

VM Guest OS (Paravirtualized) Oracle Enterprise Linux 5 Update 3 xen
A 2.6.18128.el5xen

iISCSI Network A Two PowerConned448 switches with a
4GB trunk connection
Test Tools A Quest Benchmark Factory 5.7.1

A hN} Ot $SQa h{ 2 GOKS
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A SAR
A Dell EqualLogic SAN Headquarters 1.8.2

Database

A Up to four Oracle 11.1.0.7 instances

Table 2. Oracle 5U3 Hardware and Software Environment

Software

Hardware

Server

Up to four Dell PowerEdge R610 Servers
A Intel Xeon CPU X5560 @ 2.80 GHz
A 48 GB of RAM
A 4 X LAN on motherboard (LOM)

External Storage

Two Dell EqualLogic PS4000XV iSCSI storage ¢
146GB disk capacity

15K RPM

Total of 32disks

Volume Configuration

Three volumes of 220GB each for datab
One volume of 150GB for flashback
recovery area

One volume of 2GB for OCR, votingdisk,
and spfile

OS and Device Driver

Oracle Enterprise Linux 5 Update 3
iscstinitiator-utils-6.2.0.8680.18.el5
devicemappermultipath-0.4.7-23.el5

iSCSI| Network

Two PowerConnect 5448 switches with &
4GB trunk connection

Test Tools

Quest Benchmark Factory 5.7.1

hNI} Of SQa h{ 21 G§OKS
SAR

Dell EqualLogic SAN Headquarters 1.8.2

Database

To To oo To Tol T\ Bo To Dol Do Do To| To T Io

Up to four Oracld1.1.0.7 instances

The performance numbers noted were captured using onédnefaur following test tools tagatheras
much information about thelatabase, servers, and storage. The test tools were:

Quest Benchmark Factory
h N} Of SQa&
Dell Equdlogic SAN Headquarters

System activity report (SAR)

-0 OKSNJ
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Quest Benchmarkactory®&vas used to perform a series of performance test using the@PC
benchmarko measure and understand scalability characteristics usingnline transaction processing
(OLTP) wothkad. For more information on Quest Benchmark factory please visit
http://www.quest.com/benchmarkfactory/

h NI Of SQa iha{diagnosiic @daSiflidy used to capture data using the operating systems
diagnostic utilities. OS Watcher wsgsecificallyused to capture CPU utilization and memory utilization
for each server in our Oracle RAC clustée data collection intervakre configurable by the user. In
our test case examples we used the following command:

JstartOSW.sh 5 216 &

The first argument is the seconds in which data will be collected and the second argument is the amount
of hours for data to be logged into the &iee files. In the example aboveata wascollected every 5
seconds and the archive logs stored information for 216 hours.

Dell EqualLogi8AN Headquarters is a GUI based storage monitor application that allows the ability to
monitor your storage performance characteristarsd capture your results inesv file format. Key
features found in this tool are I/O utilization and Network utilinatfor your EqualLogic iSCSI storage
array.

System activity report (SAR) is a diagnostic utility found in your OS distribution to collect and report CPU
utilization.SAR command used for testing took two arguments. The first argument is the seconds in
which data will be collected and the second argument is the amount of time to collect data. In the
exampletest environmentdata wascollected every one second for 30,000 seconds (roughly 8 hours).

An example SAR command:

sar 1 30000 > /osw/rlr710n1_4 node R AC testl CPU.txt

For more information about SAR, please review the manual by typing the command in your OS
distribution:

man sar

CPU Utilization with 48 GB of RAM per Node

Our Oracl®RAC scalability testing consisted of testing comparisons betweerthve® and four node
Oracle RAC clusters within a VM and physical environment. The goal of these testexasitte the
overhead ofrunning Oracle RAC in a \@vironment The graphs below will show CPU utilization of
each of ourtwo, three, and four ndetests in the VM environment with a comparison graph showing
the CPU utilization between a physical node and a virtual node.

Key observations from figures@lis the decrease in CPU utilization when a node is added to the Oracle
w! /  Of dza 1 SNJ a K 2 ¢ Jalgnge thre MdrkibadSIQfigurd 4ie Sde At BADO usetload a CPU
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utilization of roughly 45%0%, figures shows a 3000 userload 80-33% CPU utilation, and figure 6
shows roughly 25% CPU utilization with a four node RAC.

CPU Utilization per VM Node within a 2 node RAC
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Figure 4 CPU Utilization per VM Node within a 2 node RAC



CPU Utilzation

CPU Utilization per VM Node within a 3 node RAC
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Figure 5 CPU Utilization per VM Node within a 3 node RAC
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Figure 6 CPU Utilization per VM Node within a 4 né&ti&C

29



Physical vs. Virtual CPU Utilization
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Figure 7 Physical vs. Virtual CPU Utilization Graph

Figure 7depicts the CPU utilization of one VM node and one physical node daittimge node RAC test.
The results indicate that the CPU utilization in the VM node was actually lower thghykeal CPU
utilization. Similar results can be seen throughout the two, three, and four node OracleTR&ga

results suggest that there are situations were running particular applications within a VM environment
might better utilize your CPLHowever further testing must be done tanderstandCPU utilization in a
virtualized and nosvirtualized environment.

Memory Utilization with 48 GB of RAM per Node

Figures 8-10 show the free physical nmeory utilization for each performance tesith two, three, and

four VM node Oracle RA@Gstances. Kegbservations to notice in these graphs avbenadding a node

the performance test load increased ay additional 1600 userload the VM environmentThis shows
linear scalability withiDracle RAC and sholwsNJ Cabilly@oiloadbalancethe memory consumption

for the workload across all the systems making sure it utilizesyetems resources efficientlyhd
performance test results show a linear downward slope of memory consumption as the userload
increasedand a spike of all the resources being available once the performance test aborted due to lack
of free memory However, he free memory resources never go below 1.5GB of free memory due to an
Oracle bugencounteredwith Automatic Memory Management (AM)) which did not allow thesystems

to go below 1.%B of free memory on the VM nosldt is important to note this issusince it wasiot
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encountered on the physical systendsservice request has been opened with Oracle to further
investigate the cause thisissue.Figure 1lshows the physical and vidimemory consumption
between the two that clearly showke physical environmef ffiee memory can go as low as 250
megabytedefore using the available swap space

Memory Utilization 2 VM Node RAC
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Figure 8Memory Utilization of two VM node RAC test

Memory Utilization 3 VIM Node RAC

35
30 A

20
15
10

Free Memory (GB)

D T T T T T
100 10400 1800 2700 3500 4400

Userload

m——flode ] =—hbgde? —=—nNode 3

Figure 9 Memory Utilization of three VM node RAC test
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Memory Utilization 4 Node RAC
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Figure 10Memory Utilization of four VM node RAC test

Physical vs. Virtual Memory Utilization
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Figure 11 Memory Utilization comparison between Physical Node and a Virtual Node
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Dell EqualLogic Storage Performance

Each performance run scaling from two nade four nodes had two DelEqualLogic PS4000XV iSCSI
storages in the backend. As nodes were added tactbister, the results show an increase in IOPS since
the databasewas able taachievehigher userloads and transactiopsr secondas shown in Figure 12
The limiting factobetweenCPU utilization, memory utilization, and storage utilizatiasthe memory
bottleneck sincehe clientresponse time within all these performance tesvaswell belowthe one
second requirementC A 3 dzNI5 Shaw thesesponse time captured by benchmark factory during the
performance tests.

PS4000XV IOP
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IOPS
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Figure 12PS4000XV IOPS Performance
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Transactions perSecond (TPS)

Userload

Four Mode RAC M Three Mode RAC M Two Node RAC

Figure 16. Benchmark Factory resuk4 @ode VM RAC

35



The graph on Figure 26t f dza G NI 6 S& h N} Of SQa&a f A yiebeNchraatkifattdrydo A £ A G &

performance tests clearly show that adding an additiosislnode allowed performance test to run an

additional 1600 userloadr 30% increase in transactions per secvnd2 K Sy | y I £ &0 yoy 3 CA 3 dz

can see the direct correlation withemory running low that memory consumption was the key
bottleneck forthe systems.

Benchmark Factory results for 2 to 4 RAC nodes with 48 GB RAM per node
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Figure 17. Benchmark factory resultd 2ode physical Oracle RAC

The graph showing the physical performance sbavsimilar trend as in Figure it6the VM
environment. It was apparent that the physical environment also benefited greatly from adding an
additional nodedue to the increase of memory that came with each nddewever, the physical
environment was able teeachmuch higher loads tharotind in the VM environment. A few of the key
reasons for this are:

¢ VM nodes were given only 45GB of memory not 48GB, since the domO (OVM Server) was given
3 GB of memory.He goal was to stay consistent with tpaysical configuration of only having
48GB 6 memory available to the physical system.

hNI} Of SQa ! dzli2YIFGAO aSY2NE al yFr3aSYSyid o!aadv
memory below 1.5GBlhephysicalkystemsnere able to reach as low as 250MB of free memory
and use the available swam the systemwhichincreasel the userload antransactions per

second for the physical nodes.
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Conclusion

Theperformance characteristics show that Oracle RAC in a physical and virtualized environment scaled
linearly across each dfie performance testsin the OLTP tests, we note that the systemere memory
bound. This was apparent due to the low CPU utilization & storage utilization when scaling from two
nodesto four nodes.

The results between thehysical versusirtual environmentshow thatwithin a physichkenvironment

Oracle outperformed the virtual environment in our test casesis was expected as there is some
overhead in running within a virtualized environment. However, what was not expected was the issue of
not being able to allocate any more memdoythe Oracle database below 1.5GB when running with
Automatic Memory Management. Because of this issue, further investigation must be done to
understand the true overhead of running within a virtual environment.

Solution Deliverables List for Oracle 11g on Dell EqualLogic PS4000XV
ISCSI Storage

The Solution Deliverables List (SDL) contains the entire hardware and software component firmware,
driver, operating system, and database versions.

Recommended Hardware/Software Requirements (For details, see Wwglo

Validated Components Minimum Oracle RAC
Configuration
PowerEdge Nodes PowerEdge R610 2
Memory All valid PowerEdge R610 1 GB (per node)
memory configurations
PS Series Storage Array PS4000XV 1
Ethernet Ports Intel or Broadcom NICs 5

EthernetSwitches for Oracle Any Dell PowerConnect Gigabit 2
Private Interconnect Network | Switch

Raid Controllers (Used for PERC 6/i 1 (per node)
internal storage only)
Internal Hard Drive All valid PowerEdge R610 2x 73 GB diskper node)

internal storage configurations

Oracle Software & Licenses Oracle 11g R1 11.1.0.6 EE (Bag RAC
+ Oracle patch set 11.1.0.7

Operating System Oracle VM 2.2 BETA6 (OVM Server) & Enterprise Linux 5 Upda|
(VM node)
Validated Servers
PowerEdge Servers | Model BIOS[*] iDRAG-irmware[*] | Notes
R610 1.26 1.0.310
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Internal Disks RAID
PERC 6/i Firmware version 6.2.00013

SAS/SATA Backplan Firmware version %.07 A0O
0:0 Backplane

Network Interconnect

Intel PRO/1000 Driver versiorr igb v1.3.19.30ra
Network drivers
Broadcom Driver version = bnx2 v1.8.tra

NetXtreme Il Gigabit
Ethernet Driver

ISCSI SAN Switches

Dell PowerConnect | Firmware =1.0.0.35
5448 Gigabit
Switches

ISCSI Storage
Dell EqualLogic iSCY PS4000XV; Firmware = 4.1.4

Storage

Oracle

Operating Systems | Oracle VM 2.2 Beta6; Enterprise Linux 5 Update 3
iISCSI initiator iscstinitiator-utils-6.2.0.8680.18.el5

Multipath Devicemappermultipath-0.4.7-23.e15.4.0.1

Table 4: Detailed Firmware, Driver, and Software Versions

NOTES:
*: Minimum BIOS and iDRAC versions. For the latest BIOS updates pledspvisiipport.dell.com
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