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Section 1

Abstract


This paper discusses backup/restore issues in an implementation using the current version of Microsoft Exchange, Exchange 2000 Server, with DELL|EMC fibre channel storage systems. Specifically, it addresses how data backup/restore can be optimized in different scenarios using a Dell PowerEdgeTM 6450 server and a Dell Storage Area Network (SAN) system. In presenting these scenarios, the paper also discusses different topologies tested by Dell, highlighting the advantages and disadvantages of each design. Finally, Dell makes recommendations for better performance with backup and restore operations.
Section 2
Introduction


As messaging applications have become common and vital for all businesses – regardless of size – more and more users depend on Microsoft Exchange to handle the message collaboration. And this collaboration is not only internal, but also outside the enterprise, especially between business partners. As the messaging application data is of paramount importance to any organization, a disaster recovery plan is critical for protection. Although disaster recovery encompasses issues including power, systems, geographic location, application, etc., the most important is data backup/restore. Without a well-defined and thoroughly tested backup/restore plan, access to data can be at risk.

Traditional backup/restore uses local, directly attached SCSI-based tape devices for both local and remote backup/restore. This extra workload can strain an already crowded LAN. And stored data grows significantly every year, leading to several additional problems:

1. Capacity Expansion
Locally attached SCSI tape devices are limited in how much storage capacity can be added. 

2. Backup/Restore Window
Most organizations have a service level agreement (SLA) that requires that data be backed up or restored within a certain amount of time. With LAN-based backup/restore design, the window needed to accomplish a backup/restore with increasing amounts of data also increases, and has the potential to affect the production environment. 

The Dell Storage Area Network (SAN) provides an efficient and reliable means of data backup/restore. SAN architecture enables separation of the backup/restore traffic from a LAN network. Using fibre channel technology, the Dell SAN moves shared storage, including backup/restore, to a backend isolated fibre channel environment, freeing valuable LAN bandwidth. 

With a SAN, several backup/restore plans can be combined for differing user requirements, including disk backup, snapshot backup and tape backup. SAN also enables resource sharing on tape, drives, and backend storage. Multiple servers and different operating systems can be integrated into one SAN and share the same device(s). With this architecture, previously distributed data is centrally managed on a SAN. Data management and backup/restore can all be done in a central location for all servers in the enterprise environment. This can significantly help reduce the total cost of ownership (TCO) by reducing personnel and maintenance costs associated with dispersed resources and data.

Section 3
Backup/Restore with Exchange 2000

Exchange 2000 Database Improvements

Microsoft Exchange 2000 has some significantly enhanced features (see Power Solutions, Issue 3, 2001: http://www.dell.com/us/en/esg/topics/power_ps3q01-hou.htm).  Probably the most important of these features is the multiple storage group and multiple database architecture – with Exchange 5.5, all user data on the server was saved into a single database. Increasing amounts of data result in a longer backup window for a single database. While Exchange is typically not a resource intensive application, when the backup/restore time exceeds the SLA requirement, more resources are required to reduce the backup/restore time. This can lead to increased costs, and also can make management more difficult. 

With Exchange 2000, multiple database support makes it possible to split users into different storage groups and different databases, and individual databases can be backed up or restored while the others are still running. The database (or number of users) can be configured differently, depending on the SLA. As a result, more users are supported on a single server, which helps to enable server consolidation. Figure 1 shows the database architecture difference between Exchange 5.5 and Exchange 2000.
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Figure 1. Exchange 5.5 and 2000 Server Database Architecture

Users Supported

The number of users that can be supported on a server is based on several factors, including the backup/restore capacity of the environment and storage maintenance routines. Discovering which factor is the bottleneck is the key to determining the user numbers. The number of users typically defines the total size of the database. For example, in a 6,000-user environment, users can be split into two categories. Assume that standard users usually get up to 50MB for their mailbox, and priority users (i.e., executives and managers) usually get more, often up to 100MB.  If there are 5,500 standard users, then the total storage space for the database is calculated as follows:

5,500 X 50MB 
= 275GB 

+  500 X 100MB
 = 50GB

Total 
= 325GB

In an instance where the hardware resources – including the CPU, memory, and NIC – support this many users in a single server, the question arises: When a failure happens, does the backup/restore meet the SLA?

Assume the SLA window for restore is 10 hours for standard users and 4 hours for priority users. Subtract the preparation time for locating the tape and power on the server, typically about 2 hours, so that the time for real data restore is 8 hours and 2 hours. If a single LTO drive is used for restore, the theoretical throughput will be 54GB/Hour. The application limitation of Exchange 2000 makes it even lower, since the API can only handle about 32GB/Hour restore.
 So the total restore time (not including preparation time) will be:

275 / 32 = 8.5 Hours and 50 / 32 = 1.5 Hour

In this scenario, the standard user database needs to be split into two databases in order to meet the SLA. 

But it is important to consider the slowest operation for the database, including disk maintenance. The weakest link, in terms of time, for system maintenance is disk defragmentation. In an environment where disk defragmentation is scheduled each weekend, the information store needs to be taken offline during the defragmentation. With the Windows 2000 disk maintenance tool, the throughput is about 5 GB/Hour. So defragmentation of a 50GB database takes about 10 hours. While this meets the SLA for the priority user database for the standard user database, it takes: 275 / 5 = 55 hours, which impacts the production environment. 

To increase the defragmentation performance, a good practice is to double the storage space required by the database, which enables the disk defragmentation to be done within the same LUN. This significantly reduces the mechanical movement of the hard drive head, and in turn reduces the time needed for defragmentation. Based on testing completed at Dell, an Exchange 2000 server was taken offline for 48 hours for disk defragmentation, and the actual defragmentation time was about 30 hours (not including preparation time). Taking this practice into account, the number of users supported per database is calculated as follows:

((30 X 5000MB/Hour) / 2) / 50MB/mailbox = 1500 users
 

This translates to a requirement for four databases for the 5,500 standard users and one for the 500 priority users. The databases can be either in the same storage group or in different storage groups.

Dell Storage Area Network

Dell’s Storage Area Network (SAN) uses DELL|EMC fibre channel products for data storage systems that provide the protection, speed, flexibility, and capacity necessary to meet the performance requirements of complex server networks. EMC developed the first full fibre channel solution in 1997, and by partnering with EMC, Dell can support large or small data storage networks with its fibre channel storage systems. This enables Dell to offer true end-to-end enterprise solutions, including software, hardware and service, as well as a single point of contact and an upgrade path to future products and features.

The DELL|EMC FC4700 with Navisphere® Manager can configure and manage multiple LUNs with different RAID protection for different Exchange 2000 database and log files. Its expandable enclosure is designed to make it easy to add extra storage space on top of the DPE (Disk Processor Enclosure) when the user database grows. New features from Exchange 2000 make it possible for multiple databases to live in one SAN environment and on one Exchange server (or multiple Exchange servers in cluster environment). The FC4700 also supports SnapViewTM and MirrorViewTM. SnapView helps improve the speed and reliability of online backup. MirrorView is a perfect solution to replicate data between locations to help prevent data loss in the event of disaster. (Both SnapView and MirrowView are discussed later in this paper.) 

Features of the FC4700 include:

· Up to 64 servers
· Up to 8.7TB / 120 disks

· 360MB/Sec

· 50,000 IOPS
· RAID 0, 1, 1/0, 3, 5 

· Maximum 2GB configurable cache with write cache mirrored

· Optical connection

· Multipath I/O

· Non Disruptive Upgrade

· Snapshots and FC mirroring (requires two FC4700s)

· Standby power supply to help protect cache
Section 3

Backup/Restore Topology

Dell offers a variety of tape backup devices for the SAN environment. By connecting either through a bridge or a direct-connect into the SAN with an embedded intelligent device, backup/restore traffic is moved away from the LAN. For testing backup/restore for an Exchange 2000 database, Dell used a PowerVault™ 136T. The PowerVault 136T is a standard-length, 14U (1U=1.75 inches) Tape Library, which accommodates up to six LTO/SDLT tape drives, with room for up to 72 LTO or 60 SDLT tape cartridges. For this test, two LTO drives were used. The PowerVault 136T, the intelligent bridge, the FC4700, and the SAN switches used FC1 fibre channel technology for the test.
Workload

To simulate the user workload, the Microsoft MAPI Messaging Benchmark 2 (MMB2) specification was used to create the user database, and Microsoft’s LoadSim program was used to generate messaging requests. To simulate the MMB2 medium workload environment, 1200 users were created on with three different databases. (For a discussion of different backup/restore methods with Exchange, including files to be backed up either online or offline, please refer to the Power Solutions Journal, Issue 3, 2001 at: http://www.dell.com/us/en/esg/topics/power_ps3q01-hou.htm.)

Hardware and software

Six Dell PowerEdge servers were used in the configuration. One Dell PowerEdge 6450 served as the Exchange 2000 server, and one Dell PowerEdge 4350 served as the Domain Controller (DC) for Active Directory Services (ADS). One PowerEdge 2550 was configured as a Backup Master Server, and three PowerEdge 2550s were used to create multiple virtual users to test different scenarios.

The PowerEdge 6450 Exchange server was configured with four Intel® Pentium® III Xeon™ 700MHz/2MB L2 cache CPUs, and 4GB memory. To reduce overhead on the Exchange server, directory services were put on a PowerEdge 4350 with two Intel Pentium II 450 MHz processors and 2GB memory. Since Exchange 2000 is completely integrated with Active Directory, Dell used this configuration for efficient use of compute resources. The PowerEdge 4350 was used to handle the user authentication and related directory services. 

One DELL|EMC FC4700 and two DELL|EMC disk array enclosures (DAEs) were used as the fibre channel storage subsystem for the Exchange database. All enclosures were populated with ten 10Krpm fibre channel disks. The FC4700 had two storage processors, each with 1GB on-board configurable cache and two Intel Pentium III 733MHz processors. For storage subsystem connectivity, the Exchange server had two Emulex 9002 Host Bus Adapters (HBAs). Two Dell PowerVault 56F fibre channel switches were used to create a switched fabric. 

For the backup/restore solution, a Dell PowerVault 136T tape backup library was used with two LTO drives installed. With this new LTO technology, a single drive can handle a 15MB/sec backup. An intelligent bridge with two fibre channel ports can connect the library directly into the SAN fabric that supports the true SAN backup.

Software used for the testing included Microsoft Windows 2000 Server SP2 operating system, and Veritas BackupExec 8.6 for backup/restore. The Navisphere 5.2.5 software suite was used to manage the DELL|EMC FC4700.

Figure 2 shows the complete configuration tested, with a full redundant path for high availability:
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Figure 2. Exchange 2000 Server Backup/Restore Testing Setup

Different topologies can be used separately or combined for Exchange database backup/restore, including network backup (both public LAN and private LAN), disk backup, snapshot, and SAN backup. Dell has tested the last three scenarios, and noted the advantages and disadvantages of each.

Snapshots

Snapshots are presented first here because they can be used in combination with other topologies. Snapshots are provided through software called SnapView, which comes with the DELL|EMC FC4700. A snapshot creates an instantaneous, point-in-time copy of production file system. Snapshots have become popular for two main reasons:

1. Large amount of disk storage that is available in a Dell Storage Area Network. 

2. Point-in-time copy of data.

Because snapshots operate on the disk array and not on a client or server, there is no server overhead to use the feature. Also, the additional disk space required for a snapshot copy is only a fraction of the source—typically less than 5%—and up to 92 concurrent SnapView snapshots on a single file system can be taken for incremental restore.  DELL|EMC Navisphere Manager has a console to help determine the size of a snapshot by running a simulation through the production database. Based on the result, reasonable space can be allocated as snapshot cache. Figure 3 shows the Navisphere Manager window for snapshot cache simulation.
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Figure 3. Snapshot Configuration for Space Simulation
Snapshots are an excellent means of protecting data doing backup. One of the major shortfalls associated with performing backups is that the data is unavailable during the backup process. In many situations, this unavailability is exacerbated by additional requirements for batch processing against databases used in the online environments. This results in the classic “race to sunrise,” where IT is racing to get the online systems up in time to meet end-user demand. 

Snapshots from Navisphere SnapView help to solve this problem. SnapView creates snapshots in seconds and offers the data directly to backup applications or testing environments. This can help shrink the backup window, since databases don’t need to be offline during backup. The snapshot process is designed to be simple. Figures 4 and 5 show how to assign a snapshot target to the backup server, and how it works. 
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Figure 4: Assign Snapshot Target to Backup Server
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Figure 5. Snapshot Structure

When SnapView creates a snapshot, a table with pointers is created pointing to the original location. When the first write has been sent to Block 3, original data will be copied to the snapshot cache before new data is saved into the database. SnapView then creates a separate mount point for the snapshot; it is instantly mountable by another dedicated backup server and is “read only.” Once the snapshot has been established, it serves as the source for the backup process, which can run from the backup server while the production database continues to accept new transactions in real time. Only for data changed after the snapshot has been taken does it read from the snapshot target. 

Local Backup/Restore 

This solution requires that each server have a tape backup device and backup software installed locally. Although it provides the best aggregate backup performance, central management is impossible. 

Network Backup/Restore

Network backup/restore was very popular before SAN, and is still used in most organizations. It uses the client/server model to set up one master backup server. The other network servers’ data is then backed-up to the master backup server through the LAN. Network backup can be either private or public. If the LAN is a “public” user LAN, then it is a public network backup. Public network backup competes with users for valuable bandwidth. For private network backup, servers being backed up are on an isolated LAN, but the performance is still limited by the network bandwidth. 

The advantages for network backup are that it allows for centralized management, and it is cost effective since it requires no additional hardware.

SAN Backup/Restore 

Using high performance fibre channel technology, SAN backup eliminates the bottleneck that plagues network backup, and allows for a tape library to be shared by multiple servers connected into SAN environment. With one server set up as the master backup server to schedule all backup/restore jobs, each server that needs to back up data can be a media server. As a result, only metadata for the backup jobs is going through LAN between master server and media server; the data being backed-up is totally limited to the fibre channel SAN environment. Figure 5 shows the testing for SAN backup and restore.
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Figure 5. SAN Backup/Restore

Backup to Disk

Backup to disk is a very good supplement to any of the backup/restore topologies discussed above. Consider the scenario with standard users and priority users. If the priority user group needs to be backed up and restored even faster, using disk backup/restore is a very good choice. The priority user database is backed up to disk first then back to tape. With the ever-reducing cost of disk storage, companies can design a more efficient backup as a supplement to the tape backup/restore plan. 

Microsoft Windows NT® doesn’t support direct backup to disk. With Windows 2000 Server, this feature is native with ntbackup.exe. Third party products, including Veritas BackupExec, which Dell used for the testing, also support this feature. 

Testing Results

Exchange database backup can be either online or offline. The benefit of online backup is obvious: user requests won’t be affected, while offline backup requires that the Exchange Information Store be stopped. To test this, Dell combined the disk backup and tape backup together. Data is backed up to disk first, then a file-level backup is scheduled to backup the data to tape. This can create a much faster restore in case of a system failure. Another test performed was based on a direct online backup to the database. Results are shown in Figure 6. This is based on a 400-user database, with a total of 1,200 users on a single server.
Figure 6. Backup Throughput for Different Scenarios

From the chart above, backup to disk offers about 33% faster throughput than backup to tape. But with the Dell PowerVault 136T LTO tape library, performance with no compression is already above 800MB/Minute. This is about 300% more than direct-attached DLT7000 performance. 

For a complete disaster recovery plan, Dell recommends the following Exchange 2000 and Windows 2000 files for backup:

· Information Store including Private Information Store, Public Information Store and Transaction logs.

· Windows 2000 operating system Registry for service-related and configuration information.

· Other files and directories used by Exchange 2000, such as the MTADATA directory that contains messages and transits through the MTA, and customized scripts for scheduled jobs.

· Application and backup software, such as Exchange 2000 itself and VERITAS Backup Exec.

Figure 7. Backup and Restore Time Based on Database Size

Figure 7 shows the time required for backup and restore based on different database sizes. This can be used to help determine the size of the database based on the backup/restore window. The size of the database represents different numbers of LoadSim MMB2 users. 

Different types of disasters may require different modes of recovery. Recovery can include restoring a single mailbox, restoring a database or storage group, or restoring the entire Exchange 2000 server with a previous configuration. Dell tested the length of time it took to restore different databases with different numbers of users while the Exchange 2000 server was still functional on other databases. This was a relatively easy process compared with recovering the whole system.

To restore the databases, Dell recommends stopping the Exchange application and dismounting all the databases to be restored. The Web Storage System must be running. It is critical to make a copy of the current database even if it might look corrupted. Until the database is restored and verified, do not delete this copy. If the restore fails, it may be possible to use the copy for repair. 

When the restore starts, Exchange Server dynamically creates a storage group to save the database and transaction log files from the backup. During restoration, the transaction logs are applied to the database in the restore storage group. After recovery, the Web Storage System mounts the recovered database into its original storage group. As in the backup, only one restoration process on a particular storage group can run at a time. To run the backup or restore simultaneously, multiple storage groups need to be configured. For this reason, Dell recommends creating multiple storage groups when supporting large numbers of users. By splitting the mailboxes into multiple databases, a server can support more users without lengthening the backup/restore process.

Best Practices

Based on experience from the tests, some best practices emerged that can help provide a smooth backup/restore for an Exchange database: 

· Always try to include the Windows 2000 Registry. Having a backup of the Windows Registry makes it easier to replace the Registry during a restore.

· Although databases can be backed up individually, Dell recommends backing up an entire storage group at one time so that the transaction log file with each storage group is only backed up once.

· Only one backup or restore process at a time is possible in a single storage group. Multiple processes can be scheduled for databases within different storage groups.

· Avoid using off-line backup. Do full backups periodically, and incremental / differential backups in between.

· Create different databases for different users with different SLA times.

· Double the storage space required for restoration and disk maintenance.

· Before restoring from tape, make a copy of existing database files.

· Dismount the database for the restoration.

· Always restore the database, and mount the database before restarting the computer. 

· Try to restore the database on a server isolated from the production environment and run some tests first. If active directory service is needed, replicate the data to a standalone server for the restoration test.

Section 4

Conclusions

The tests show that the combination of the Dell PowerEdge 6450 servers in a SAN with DELL|EMC products is well suited to run Exchange 2000 and support efficient backup/restore. Although there are many different backup/restore topologies, Dell SAN provides the fibre channel performance on the online disk backup, and excellent bandwidth on tape backup. Combining these two features together, users can create efficient and fast ways to address various disaster recovery requirements. Multiple databases from different storage groups on a single server or on multiple servers can live on a single DELL|EMC FC4700 and be managed centrally by using Navisphere Manager Software. With this benefit, all data backup/restore traffic is limited to a backend SAN, which is totally isolated from the LAN environment. 
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