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Abstract

This document provides a guide for configuring hgrkrocesses and procedures specific to Oracle®
Database 10g Standard Edition Real Applicationt@€hss The following backup process takes
advantage of the new Oracle Database 10g feahed:lash Recovery Area. The Flash Recovery Area
Is designed to simplify the management of Oracleabase and to improve the speed of backup and
recovery processes. For a detailed understandi@yanfle Database 10g backups and Flash Recovery
Area, please refer to Oracle Database 10g docutmanteet.

To take maximum advantage of Oracle's featureadtomatic managing backup and recovery,
configure your database as follows:

Use a Flash Recovery Area, to automate storagegearent for most backup-related files

Run your database ARCHIVELOGnNode, so that you can perform online backups awe h
data recovery options such as complete and poititri@ media recovery

Use the Flash Recovery Area as an archive logragsin for your database

You must also set a number of policies governingivfiles are backed up, what format is used to
store backups on disk, and when files become d&iddy deletion from the flash recovery area.



Local Security Policy Setting Requirements

In order to successfully complete the backup preoges will need to update the Local Security Policy

to allow the local administrator user to log oredsatch job. To enable this option, follow thepste

listed below.

1. Launch the_ocal Security Settingsapplet fromStart > Programs > Administrative Tools >
Local Security Policy.

2. Expand theéLocal Policieslisting and select theser Rights Assignmentdisting.
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3. Double click theLog on as batch joblisting to open théog on as a batch job Properties
window.
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4. Click theAdd User or Group button to open the Select Users or Groups window.



5. Click the Advanced button.
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6. Click theFind Now button.
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7. Double click onAdministrator in theSearch Resultssection.




8. Click OK in theSelect Users or Groupsvindow.
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9. Click OK on theLog on as a batch job Propertiesvindow.
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10. Repeat this process each nodein your cluster.




Confirming ARCHIVELOGNode

If you have followed the Dell Deployment guide downtation, your database should already be
running iNARCHIVELOGnNode. To confirm that your database is currenthning inARCHVIELOG
mode follow these steps.

1. Launch theEnterprise Manager Database Consoleia a web browser.

URL: http://localhost:5500/em

2. Log in to theEnterprise Manager Database Consolby specifying the&sYSusername and
password aSYSDBA Click Login.
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3. If ARCHIVELOGmMode was enabled during your initial databaseigardtion, Archiving will
be set t&Enabled under theHigh Availability section of the&Cluster Databasehome page.
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Enabling ARCHIVELOGMOde

If your database is not configured ®RCHIVELOGmNode you must enable it before proceeding any
further. Follow these steps to enaBRCHIVELOGNode.

1. Connect to your database wity SDBAprivileges.

C:\ >sqlplus  sys/oracle@racdb2 as sysdba

2. Put the database ARCHIVELOGnNode.

SQL> ALTER SYSTEM SET log_archive_start=TRUE SCOPE= spfile;
SQL> ALTER SYSTEM SET log_archive_format="arch_%t_% s.arc' SCOPE=s/file;

3. Set the database for exclusive mode.

SQL> ALTER SYSTEM SET cluster_database=FALSE SCOPE= spfile;



4. Stop the cluster database

C:\ > srvctl stop database -d <Global_DB_SID>

5. EnableARCHIVELOGnNode.

C:\ > set ORACLE_SID=<local_instance_id>

C:\ >sqlplus / as sysdba

SQL> STARTUP MOUNT;

SQL> ARCHIVE LOG START;

SQL> ALTER DATABASE ARCHIVELOG;

SQL> ALTER DATABASE SET cluster_database=TRUE SCOPE  =spfile;
SQL> SHUTDOWN IMMEDIATE;

6. Start the cluster database.

C:\ > srvctl start database -d <Global_DB_SID>



Configuring the Flash Recovery Area
1. Launch theEnterprise Manager Database Consolgia a web browser.

URL: http://localhost:5500/em

2. Log in to theEnterprise Manager Database Consoley specifying the&SYSusername and
password aSYSDBA Click Login.
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3. In order to properly set up the database to useldsh Recovery Areaclick Administration
on yourCluster Databasehome page.

NOTE: Archiving will be set toEnabled under theHigh Availability section of théracle Cluster
Database Homepage if it was configured initially witARCHIVELOGNode on.
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4. Click Initialization Parameters.

a Oracle Enterprise Manager {5Y5) - Cluster Database: racdb2 - Microsoft Internet Explorer = |Q |1|
Fle Edit Wiew Favortes Took  Help | g
@ik - © ~ |7 2] .-:;‘1 | ) Search ¢ Favorites 4% | i n*-, =
Address IEI http:f flocalhost: 5500 em/consoleyrac/racSitemap?type=rac_databasedtarget=racdb2&pagehum=3 j Go | Links
=
ORACLE Enterprise Manager 10g Setup  Prefersnces Help  Logout =

Database Control

Logged in As SYS
Cluster Database: racdb2
Latest Data Collected From Target Jul 6, 2005 11:24:49 AM (Refresh )

Horne Performance |Administration| Maintehance

Database _ Storage Security Enterprise Manager Administration
initialization Farameters Controlfiles Users Administrators

Tablespaces Roles Matification Schedule

Datafiles Profiles Blackouts

Rollback Segrments
Redo Log Groups

Archive Logs
Ternporary Tablespace Groups

Schema Warehouse High Availability

Tahles Packages Array Types Cubes Dimensions Cluster Managed Database =
Indexes Package Bodies Object Types OLAP Dimensions hiaterialized Yiews Services

Wiews Procedures Table Types Measure Folders haterialized “iew Logs

SYnonyms Functions Refresh Groups

Seguences Triggers

Database Links Java Sources

Java Classes

Configuration Management Resource Manager Scheduler
Last Collected Configuration Resource Consumer Group Mappings Johs
Datahase Usage Statistics Eesource Consumer Groups Schedules
Resource Plans Programs
Job Classes
Windows
Window Groups Ll

@ httpifflocalhost: 5500{em/consolefrac/racInitParameters?t arget=racdbZétype=rac_database l_ l_ l_ l_ l_ |§j Local intranet



5. Scroll down tdog_archive_dest_1confirm that there is no entry in this text bdkthere is an
entry, delete it and clichpply. Repeat this process on tBBFilelisting as well.



6. Click Cluster Database: <global_db_namexo take you back to thiedministration page.
From here scroll down and click on one of the insé&s listed under tHastancestable at the
bottom of the page.






7. In order to determine the amount of physical sga@glable for thé-lash Recovery Area
click <instance_name>+ASMn on yourCluster Database Instancédhome page.



8. Click Administration and login specifying th8YSusername and password and select
SYSDBAfor the Connect As option. The clitlogin.



9. Click FLASH. The value foFLASH in theSize (MB) column is the total size of thidash
Recovery Area

NOTE: Itis recommended to use the following folanio compute the amount of space to be
used for the Flash Recovery Area.

Flash Recovery Area = FLASH — 5M



10.Return to theCluster Databasehome page by clicking theatabasetab at the top right of the
page. On th€luster Databasehome page click on thdministration link.



11.Scroll down and enterFLASH for thedb_recovery_file_destparameter and the amount of
space you determined for théash Recovery Areain Step 9 for the
db_recovery file_dest_sizg@parameter.

NOTE: Be sure to enter the value for the recovery_file_dest_sizgparameter imegabytes



12.Scroll up and clickApply in the upper right hand corner of the page Uxdate Messageage
will appear if the update is successful. Clicktb@SPFilelink and repeat this process.



13.These settings can be confirmed on@uafigure Recovery Settinggpage of an instance.
Click theCluster Databaselink to return to theAdministration page and scroll to the bottom
to select an instance.



14.Click on a database instance to be taken t&thster Database Instancénome page.



15. Click Maintenance



16. Click Configure Recovery Settingdink and scroll to thélash Recovery Areasection to
confirm your settings were accepted.



Configuring Backup Settings and Policies

You can configure a number of settings and polities determine how backups are stored, which data
is backed up, how backups perform, and how longuyas are retained before being purged from the
recovery area. You can also configure featuremfwove backup performance.

1. Click onMaintenanceon theCluster Databasehome page.



2. Click onConfigure Backup Settingsunder theBackup/Recoveryheading.



3. Scroll to theHost Credentialssection on th€onfigure Backup Settingspage. Enter the
operating system username and password. Scradl theDisk Settingssection.



4. TheDisk Backup Locationis NULL so that thé-lash Recovery Areawill be used for
backups. Seledtmage Copyfor Disk Backup Type Click Test Disk Backup



5. A message will be displayed indicating sk Settingsbackup test was successful. Now you
will configure the backup policy settings. ClidietPolicy link to access thBolicy page.



6. SelectAutomatically backup the control file and server paameter file (SPFILE) with
every backup and database structural changeSelecOptimize the whole database
backup by skipping unchanged files such as read-gnkand offline datafiles that have been
backed up The scroll down to thRetention Policysection.



7. SelectRetain backups that are necessary for a recovery tany time within the specified
number of days (point-in-time recovery)and accept the default 81 days Click OK. You
are then returned to tidaintenance page.



Performing a Whole Database Backup

You can back up the entire contents of your dambggperforming a whole database backup. Full
backups of all datafiles are created. The resudtg be stored as image copies or as backup setis, but
either case the complete contents of all datafifeabe database are represented in the backupelas w
as the control file, archived redo log and senaameter file. The database can be recovered

completely with this set of files.

1. Click on theSchedule Backupink under theBackup/Recoverysection of theCluster
Database Maintenancepage.



2. TheSchedule Backup: Strategypage appears. Selé€dtistomizedfrom theBackup Strategy
drop-down menu. Selehole Databaseand enter the username and password iftdss
Credentials (if they are not already entered).






3. TheSchedule Backup: Optiongpage appears. Seldaill Backup in theBackup Type
section. SeledDnline Backup in theBackup Mode section. Seledhlso backup all archived
logs on diskunder theAdvanced selection. ClickNext.



4. TheSchedule Backup: Settingpage appears. Seldaisk or Tape (whichever is appropriate
for your environment). Clicext.



5. TheSchedule Backup: Schedulpage appears. Accept the defdolb Name Select
Immediately to execute the job immediately or enter a timexecute the backup job at a later
time. ClickNext.



6. TheSchedule Backup: Reviewage appears. Clickubmit Job.



7. TheStatuspage appears and will and will contain the messadge job has been successfully
submitted. Click OK.



Backing Up Your Database Using the Oracle-Suggested Backup Strategy

The Oracle-suggested backup strategy is basedeatirgy an image copy of your database which is
rolled forward using RMAN incremental backups. Qedénterprise Manager schedules RMAN
backup jobs. Follow the steps below to set up yaokup schedule:

1. Click on theSchedule Backupink under theBackup/Recoverysection of theCluster
Database Maintenancepage



2. TheSchedule Backup: Strategypage appears. Selddtacle-suggestedrom theBackup
Strategy drop-down menu. Enter the username and passwah@Host Credentials (if they
are not already entered).



3. TheSchedule Backup: Setupage appears. Review the information and dlekt.



4. TheSchedule Backup: Schedulpage appears. Review the information and adpesstart
date and time as needed. Cli&xt.



5. TheSchedule Backup: Reviewage appears. Clickubmit Job.



6. TheStatuspage appears and will and will contain the message job has been successfully
submitted. Click OK.
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