What is Microsoft Windows Server 2003 Service pack 1 (SP1) and what should I know about SP1 Deployment?
Overview
Microsoft® Windows Server™ 2003 Service Pack 1 (SP1) incorporates a set of security enhancements and tools designed to help administrators more effectively manage the security of their current Server 2003 install base and new server deployment. This article provides an overview of SP1 by answering to a list Frequently Asked Questions during our development cycle.
For deploying SP1 in your server environment, you can find technical details about the deployment process for Dell™ PowerEdge™ servers in Power Solutions magazine April 2005 Issue “Guide to Deploying Microsoft Windows Server 2003 Service Pack 1 on Dell PowerEdge Servers”.

Frequently Asked Questions 
· What Dell servers support SP1?

· When Dell will start offering SP1?

· What are the Windows Server 2003 family products can install SP1?

· Does Dell OpenManage Suite Support SP1?
· What are the major changes and new features in SP1?
· What should I do before installing SP1?

· Why do I need SP1?

· How do I obtain SP1?

· What are the Top Issues after installing SP1?
· Can I upgrade from a 32-bit OS to x64?

· Where can I find more information about SP1?
What Dell servers support SP1?

Dell support SP1 on the current shipping PowerEdge, PowerVault NAS server, and on all 3rd-generation or later legacy server platforms.
When Dell will start offering SP1?

After intensive testing with the released SP1, Dell will start offering factory-installed Windows Server 2003 with SP1 integrated starting late June 2005. Dell will start supporting SP1 to existing Windows Sever 2003 customer when Microsoft releases SP1. 

What are the Windows Server 2003 family products can install SP1?

· Windows Server 2003 Web Edition

· Windows Server 2003 Standard Edition

· Windows Server 2003 Enterprise Edition

· Windows Storage Server  2003 (running on Dell PowerVault NAS product)
This Service Pack does not apply to the following Windows Sever products

· Windows Small Business Server 2003.

· Windows Sever 2003 x64 Editions

Does Dell OpenManage Suite Support SP1?
In order to support the new enhancements and features in Windows Server 2003 Service Pack 1, Dell plans to release Dell OpenManage version 4.4, including Dell Server Assistant version 8.6, to fully support Service Pack 1. For current customers who are running Dell OpenManage version 4.3 or earlier, go to http://www.dell.com/microsoft for Dell OpenManage and Service Pack 1 upgrade and deployment information
What are the major changes and new features in SP1?

Besides bundling existing QFEs, a set of security enhancements and tools are introduced in SP1. A few non-security new features are also included in this Service Pack. 
For a list of QFEs that go into SP1, go to Microsoft TechNet Service Pack 1 page at < http://www.microsoft.com/technet/prodtechnol/windowsserver2003/servicepack/default.mspx>.
Here is a list of major new features and changes that are important for your SP1 deployment:

· Security enhancement: Data Execution Prevention leveraging Intel No-eXecute (NX) technology, Windows Firewall
· Security tools: Post-Setup Security Update, Security Configuration Wizard
· 64GB increased memory support for Windows Server 2003 Enterprise Edition

· New Power Option to support Enhanced Intel SpeedStep Technology (EIST)
· 1TB or larger dynamic disk support
For details of these new features and changes, see “Guide to Deploying Microsoft Windows Server 2003 Service Pack 1 on Dell PowerEdge Servers” in Power Solutions magazine April 2005 Issue.
What should I do before installing SP1?

Before installing SP1 on a single server or massively deploying to server farm, you are recommended to update your system BIOS, firmware, and device driver. Latest update can be found at http://support.dell.com. 
Dell OpenManage version 4.4 is the first version that supports SP1. Make sure you upgrade your OpenManage to version 4.4 before installing SP1. Dell plans to release version 4.4 in late May 2005.
SP1 does not enable Windows Firewall by default unless your system turned on Windows Firewall before installing SP1. When you choose to enable Windows Firewall, note that the Windows Firewall policy make break your remote system management capability due to locked-down network security policy.
After a new Windows Server 2003 with SP1 integrated operating system installation, for security reason, Windows Firewall will be turned on until you run the Post-Setup Security Update. Before finishing Post-Setup Security Update, remote server management is blocked. You will have to physically come to the server to finish the security update or you can use Dell Remote Access Card to make remote management possible.
Application Compatibility is the most common issue after installing SP1. You are recommended to test your application on a SP1 machine before rolling out SP1 to your production servers. Before resolving identified application compatibility issue, you can add your application into DEP exception list. For details, see “Guide to Deploying Microsoft Windows Server 2003 Service Pack 1 on Dell PowerEdge Servers” in Power Solutions magazine April 2005 Issue.
Why do I need SP1?

Microsoft’s top 10 reasons to install Service Pack 1 at http://www.microsoft.com/windowsserver2003/downloads/servicepacks/sp1/top10reasons.mspx.
How do I obtain SP1?

· Microsoft download center: http://www.microsoft.com/windowsserver2003/downloads/servicepacks/sp1/default.mspx 
· Windows Update: http://windowsupdate.microsoft.com/ 
· Automatic Updates: if Automatic Update is turned on in the properties page of My computer, operating system will download SP1 automatically and prompt you to start installation.
What are the Top Issues after installing SP1?
· Server remote management issues after enabling Windows Firewall
· Server remote management issues right after a new instance of operating system installation due to Post-Setup Security Update
· Dell OpenManage server management suite encounter issues due to the version of OpenManage is too old
· Windows closes your application due to Data Execution Prevention triggers application compatibility issues
For details about resolving issues after installing SP1, see “Guide to Deploying Microsoft Windows Server 2003 Service Pack 1 on Dell PowerEdge Servers” in Power Solutions magazine April 2005 Issue.

Can I upgrade from a 32-bit OS to x64?

No, there is no upgrade path from a 32-bit OS to x64.
Where can I find more information about SP1?
· Dell and Microsoft page at http://www.dell.com/microsoft 

· Dell Power Solutions at http://www1.us.dell.com/content/topics/global.aspx/power/en/power?c=us&cs=555&l=en&s=biz 

· Latest driver, firmware, and BIOS download
http://support.dell.com
· Latest Dell operating system techsheet:
http://www.dell.com/OSTechSheets 
· Microsoft Windows Sever 2003 home page
http://www.microsoft.com/windowsserver2003/default.mspx 

· Microsoft Technical Overview of Service Pack 1
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/servicepack/overview.mspx
