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1. BEFRIICAVAZHER LE L, CAVAY—N—HWZ T34 VICIaD . I R(CA VM1 VICREDEL
LT OIS—HEriaICFEAELFL,

EMCSystemLogFile.loglCRDIZ— OO NRRSINET

“2018-12-28T02:18:22.331Z" “n1988006_spa” “Kittyhawk_safe” “26056” “unix/spa/root”
“ERROR” “13:10510021” :: “The virus checker server xx.xx.xx.xx has encountered an error
and is no longer operational.(Error: ERROR_AUTH 64)” :: Category=User
Component=DART_VC

“2018-12-28T02:18:41.486Z" "n1988006 _spa” “Kittyhawk_safe” “26056” “unix/spa/root”
“NOTICE” “13:1051001d” :: “Virus checker server xx.xx.xx.xx is online.” :: Category=User
Component=DART_VC

“2018-12-28T02:35:42.361Z" “"n1988006_spa” “Kittyhawk_safe” “26056” “unix/spa/root”
“ERROR” “13:10510021” :: “The virus checker server xx.xx.xx.xx has encountered an error
and is no longer operational.(Error; ERROR_AUTH 64)” :: Category=User
Component=DART_VC

“2018-12-28T02:35:51.678Z" “n1988006_spa” “Kittyhawk_safe” “26056” “unix/spa/root”
“NOTICE” “13:1051001d” :: “Virus checker server xx.xx.xx.xx is online.” :: Category=User
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FUITS— AvtE—INRD LI c4 safe ktrace.logllh Li— bENFT,
2018/12/28-21:32:25.865594 115K 7F86FEB3E709 sade:VC: 3:33:[Rick] The virus
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checker server 160.46.85.196 has encountered an error and is no longer operational.(Error:
ERROR_AUT

2018/12/28-21:32:25.865596 0  7F86FEB3E709 sade:VC: 3:33:[Rick] H 64)
2018/12/28-21:32:25.865617 19  7F8790D83702 sade:SOCK_STREAM:

3:[core] T_DISCON_REQ: (fd=0x1a0, NS=0) ShutdownStream() request UNSUPPORTED!
2018/12/28-21:32:25.865622 4  7F8790D83702 sade:SOCK_STREAM:

3:[core] T_DISCON_REQ: (fd=0x1a0, NS=0) Handling as DisconnectCloseStream()!
2018/12/28-

21:32:53.272520 0 7FC1D8S8ADC70A std:PSMSYS:PSMSYS:psmDataAreaClose(1:13):
PENDED...

2018/12/28-21:32:55.127022 1.8M  7F86FEB3E702  sade:VC: 5:29:[Rick] Virus checker
server 160.46.85.196 is online.

2018/12/28-21:32:55.128201 1177  7F8790DC7704 sade:SOCK_STREAM:

3:[core] T _DISCON_REQ: (fd=0x1cb, NS=0) ShutdownStream() request UNSUPPORTED!
2018/12/28-21:32:55.128206 3  7F8790DC7704 sade:SOCK_STREAM:

3:[core] T_DISCON_REQ: (fd=0x1cb, NS=0) Handling as DisconnectCloseStream()!

2. BEDNI—=VBULICIS—MIVALICEAE LELE, CAVAY—EAIEEEZ (TR LI T
ER

3. KB#46245713740—7v &N F LIz, CAVAH— ) \—&Unity/Windows DCH— ) \— DS ICHF
EFHEEINFEATLLE,

4. CAVAHY—)\—hFSCTL_VALIDATE_NEGOTIATE_INFO loctl)V T A FEE{E LE LN, Unity
(FIEEHET . TCPIEMETIMLIzCEERY NI =D M —AIZTRLTNET,

FIREN FE 4 LIzEE, CAVAY— ) \—[IFSCTL_VALIDATE NEGOTIATE INFO loctlUDTI A b &%
ELELEN, UnityBIEE BT BRER T LELE,

#ER L MEABI

5817 0433916 CAVAIP CIFSIP SMB2 156 Tree Connect Request Tree:
¥¥rick¥CHECK$

5820 0433983 CIFSIP CAVAIP SMB2 138 Tree Connect Response

5823 0.434164 CAVAIP CIFSIP SMB2 212 Iloctl Request
FSCTL_VALIDATE_NEGOTIATE_INFO

5826 0.434217 CIFSIP CAVAIP SMB2 194 Ioctl Response
FSCTL_VALIDATE_NEGOTIATE_INFO <=========== good case

#3E LM A

1806 0.096779 CAVAIP CIFSIP SMB2 156 Tree Connect Request Tree:
¥¥rick¥CHECKS$

1807 0.096854 CIFSIP CAVAIP SMB2 138 Tree Connect Response
1818 0.097124 CAVAIP CIFSIP SMB2 212 Iloctl Request
FSCTL_VALIDATE_NEGOTIATE_INFO
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1820 0.097200 CIFSIP CAVAIP TCP 54 445 — 52006 [FIN, ACK] Seq=85
Ack=261 Win=304 Len=0 <=========== bad case

5. CORREIL . emcopyZfE AL TVNXDBUnitylC T —3%#fTLLHET B LI CIFST—4 JE—
EHEEHEZFT,

BHOIC-=2RBFICETTEE. BGMNICERERZLONIS—TLRELET,

B354 7> FOS: Microsoft (E'JL £9200)

TH000:02:28:08: T5— (53) : ¥¥cifsserver.exmaple.neth o b —N\—1FHREME TEF A

Unityld, )\ RSNIZHERE CIRG<RIE R CERREREL T S BN HBTEH. TNIFNTTT,
ELT. ENICED. SEHROBIREELET .

COREREL . Unityd— F4.4.0.15363110425 L U'Windows Server 2016 CRAELFELE,

ik, SMB/IN—Y323.020H4 CORIRETHD. 31FF21(CYINEZTHEIELET, 3.02TS
AZBEBENBHDET,
[B]38 5 : Windows I —IN—F 2 (FCAVAY — =TI FFr RN EEICLTIZELY,

EEEEL CpowershelZEITLTH D, ROBIEEITIET,
PS C:¥windows¥system32> Get—SmbClientConfiguration

ConnectionCountPerRssNetworkInterface : 4

DirectoryCacheEntriesMax : 16
DirectoryCacheEntrySizeMax : 65536
DirectoryCachel.ifetime :10
DormantFileLimit : 1023
EnableBandwidthThrottling : True
EnableByteRangelLockingOnReadOnlyFiles : True
EnablelnsecureGuestLogons : False
EnableLargeMtu : True
EnableLoadBalanceScaleOut : True
EnableMultiChannel : True
EnableSecuritySignature : True
ExtendedSessionTimeout : 1000
FileInfoCacheEntriesMax : 64
FileInfoCacheLifetime :10
FileNotFoundCacheEntriesMax : 128
FileNotFoundCacheLifetime )
KeepConn : 600

MaxCmds : 50



MaximumConnectionCountPerServer 1 32

OplocksDisabled : False
RequireSecuritySignature : False
SessionTimeout : 60
UseOpportunisticLocking : True
WindowSizeThreshold : 8

PS C:¥windows¥system32> Set—SmbClientConfiguration —EnableMultiChannel $false

R
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[YTRWIATTARTEWINIVWA [LIFATOWALS] —BHELE [2IAILT (FIA4IL METY 1) - ([
PS C:¥windows¥system32> Get—SmbClientConfiguration

ConnectionCountPerRssNetworkInterface : 4

DirectoryCacheEntriesMax 116
DirectoryCacheEntrySizeMax 1 65536
DirectoryCachelifetime - 10
DormantFileLimit 11023
EnableBandwidthThrottling : True
EnableByteRangelLockingOnReadOnlyFiles : True
EnablelnsecureGuestLogons : False
EnableLargeMtu : True
EnableLoadBalanceScaleOut : True
EnableMultiChannel : False
EnableSecuritySignature : True
ExtendedSessionTimeout : 1000
FileInfoCacheEntriesMax : 64
FileInfoCacheLifetime :10
FileNotFoundCacheEntriesMax : 128
FileNotFoundCacheLifetime 05
KeepConn : 600
MaxCmds : 50
MaximumConnectionCountPerServer 132
OplocksDisabled : False
RequireSecuritySignature : False
SessionTimeout : 60
UseOpportunisticLocking : True

WindowSizeThreshold ' 8
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