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Boosting Data Transfer
with TCP Offload Engine Technology
on Ninth-Generation Dell PowerEdge Servers
TCP/IP Offload Engine (TOE) technology makes its debut in the ninth generation of
Dell™ PowerEdge™ servers, and is expected to boost data transfer performance for
many key enterprise applications. This article explores the anticipated benefits of
TOE technology being developed by Broadcom, Dell, and Microsoft.
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through a chimney to the top of a building without having to travel
through the intermediate floors. Figure 2 shows the TCP Chimney
Offload architecture.
The SNP also supports Receive Side Scaling (RSS), a network
technology that enables the efficient distribution of network receive
processing across multiple CPUs in multiprocessor systems.
The NetXtreme II devices are designed to support 1,024 simultaneous offloaded connections. The decision to offload the connection or pass it through the software protocol stack is made by
the OS and is seamlessly handled by a software switch, as shown
in Figure 2. A connection can be uploaded—that is, moved back
from the hardware to the OS—for a variety of reasons. For example,

Figure 1. Networking layers implemented in a TOE NIC and a standard Gigabit
Ethernet NIC

the system automatically switches to the software protocol stack
after 1,024 connections are offloaded per Ethernet port. The host
or offload target—in this case, the NetXtreme II device—can also
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Figure 2. TCP Chimney Offload architecture
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The test results in this article highlight the advantages of TOE;
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standard Layer 2 Gigabit Ethernet2 adapter. The same configuration

Network performance improvements gained from TOE technology can
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Testing the impact of TOE on application performance

tion. TOE performance benefits vary with the type of applications being
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gains in network throughput, while applications with a large network

put is the rate in megabits per second that packets are sent and

packet size may not show significant network throughput improve-
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1 The Dell PowerEdge 830, PowerEdge 850, PowerEdge 1800, PowerEdge 1850, PowerEdge 2800, PowerEdge 2850, PowerEdge 6800, and PowerEdge 6850 servers also support TOE add-in NICs.
2 This term does not connote an actual operating speed of 1 Gbps. For high-speed transmission, connection to a Gigabit Ethernet server and network infrastructure is required.

20

DELL POWER SOLUTIONS

Reprinted from Dell Power Solutions, August 2006. Copyright © 2006 Dell Inc. All rights reserved.

August 2006

FEATURE SECTION: NEW-GENERATION SERVERS AND STORAGE

Ixia3

and WebBench

5.04

to measure network throughput and CPU

utilization in the test environment.
The ratio of network throughput to CPU utilization can be
expressed as the performance efficiency (PE) index, which was
originally developed by PC Week
k (now eWEEK)
K in 1995. The PE
index is a commonly used performance metric for evaluating net-
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performance. As Figure 3 indicates, the PE index of the TOE NIC in
the test environment described in this article exceeded the PE index
for the legacy Layer 2 Gigabit Ethernet NIC for every network I/O

Figure 3. Performance efficiency: TOE-enabled Gigabit Ethernet NIC versus standard
Layer 2 Gigabit Ethernet NIC

size from 1 KB to 64 KB.
TOE-enabled network adapters are designed to achieve high
throughput at small network packet sizes and low CPU utilizathe Ixia IxChariot 6.20 performance benchmarking tool using the
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60 percent of the PowerEdge 2900 server’s CPU was utilized just
processing network traffic. But with TOE enabled on the four Gigabit

CPU utilization (percent)

Throughput
Two TOE NICs
Standard two-port Layer 2 Gigabit Ethernet NIC

tion at large network packet sizes. Figure 4 shows results from

Figure 4. Two-port performance measured by the IxChariot 6.20 benchmark: TOEenabled Gigabit Ethernet NIC versus standard Layer 2 Gigabit Ethernet NIC

20 percent in the Figure 5 test scenario.
The network scaling effect demonstrated in Figure 5 indicates
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handle larger workloads than they can handle using a standard
Layer 2 Gigabit Ethernet controller. For example, backup applications
enabled, as shown in Figure 6. In this test scenario, a TOE-enabled
network adapter allowed the PowerEdge 2900 server to back up
the same amount of data (80 GB per stream) requiring approximately half the CPU utilization than when the PowerEdge 2900 was
equipped with a standard Layer 2 network adapter, which means
a backup server with a TOE-enabled NIC can support additional
backup streams. This is an example of how TOE can enable Dell
PowerEdge servers to deliver enhanced application performance.
RSS allows applications such as Web servers to process more
requests with a large number of connections. For example, Figure 7
shows test results using the WebBench 5.0 benchmark tool. These
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Figure 5. Throughput scaling and the effect on CPU utilization: TOE-enabled Gigabit
Ethernet NIC versus standard Layer 2 Gigabit Ethernet NIC (without TOE
enabled)

3 For more information about Ixia IxChariot 6.20, visit www.ixiacom.com/ixchariot.
4 For more information about WebBench 5.0, visit www.veritest.com/lionbridge.
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Figure 6. Backup performance: TOE-enabled Gigabit Ethernet NIC versus standard
Layer 2 Gigabit Ethernet NIC

Figure 7. WebBench 5.0 benchmark performance: TOE-disabled Gigabit Ethernet
NIC with RSS enabled and standard Layer 2 Gigabit Ethernet NIC with no
RSS support

results highlight the performance advantage of enabling RSS on
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a TOE-disabled adapter compared to a standard Layer 2 Gigabit
Ethernet adapter.
TOE can significantly benefit typical Web server environments
in which connections are long lived, such as configurations for
load-balancing and online shopping. Applications such as ad servers
may not show the same benefits of using TOE-enabled NICs because
of the overhead for uploading and offloading many short-lived
connections. However, the majority of Web applications maintain
connections over longer periods of time than the benchmarks
used to measure performance in the example scenarios tested in
this article.

Increased throughput, reduced CPU utilization for
enhanced application performance
Dell PowerEdge servers such as the PowerEdge 1900, PowerEdge
1950, PowerEdge 1955, PowerEdge 2900, and PowerEdge 2950
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have integrated TOE capability with the LOM ports. TOE-enabled
PCI-e add-in adapters are also available for these and other Dell
PowerEdge servers. To enable TOE functionality, servers must run
Microsoft Windows Server 2003 with Service Pack 1 (or later)
using the Microsoft Windows Server 2003 Scalable Networking
Pack and Broadcom NetXtreme II drivers (NDIS 5.2). TOE technology is designed to enhance application performance by increasing
network throughput and reducing CPU utilization for applications
requiring extensive network activity. Applications such as backup,
storage, file servers, and media streaming are likely to benefit most
from TOE-enabled systems.
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