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1. Introduction
While technology opens new doors for convenience and communication, it also 

allows for breakthroughs in hacking methods. Most people don’t take password 

security seriously, and many are paying the price by unwittingly revealing their 

private information and allowing hackers to access proprietary systems.

In this short guide we’ll give you the techniques needed to create strong passwords 

and some tips on how to keep them safe.



2. Why Do We Need Strong Passwords?
“Hackers“ or “crackers” as they are also commonly referred to, steal personal 

passwords to gain access to password protected sites that we use. For example,  

this could be your bank account, e-mail account, or social networking profile.  

Once they have cracked your password and accessed your accounts, the hackers 

have access to all your personal information and can use it to make purchases,  

send malicious e-mail, steal your identity, and sometimes even sell it on to other 

criminal organisations.

Hackers do this by using special password-cracking programs to guess your 

passwords before targeting your accounts. Many of these are freely available over 

the Internet and can be run remotely. However, by practicing good password 

management you can significantly reduce the chances of this happening to you  

and help to keep yourself and your family safe from hackers.



3. Who is Vulnerable?
Both home and small business users are at risk. Home PC users enter passwords 

when accessing web sites to perform personal business transactions, such as 

banking and online shopping. Without proper password management, they make 

themselves easy targets for hackers.

Remote users and those on home and small-business networks not only allow 

hackers to intercept their passwords, but allow access to entire networks of private 

business information too. They also must take responsibility for creating strong 

passwords and safeguarding them. 



4. Tips for Creating Strong Passwords
The length of the password plays a critical part in password strength. For example, 

a password consisting of only one character is limited to being any upper case letter, 

any lower case letter or any of the nine digits. So for a one character password 

there are only 62 possible options of what that password might be, making it very 

easy for a cracking program to guess. 

Using the same available characters but increasing the length of the password to 

eight characters the number of combinations increases to approximately 218 trillion, 

making it more difficult to guess. Despite this, programs do still exist that can guess 

obvious combinations of letters and digits so further measures need to be taken. 

One such measure is to include additional characters such as punctuation, which 

increases the number of possible combinations to a dizzying level.

To help you successfully create strong passwords we  
have put together this short list of rules:

Use as many characters as possible (minimum eight) 

Include uppercase and lowercase letters 

Include digits and punctuation marks 

Don’t use personal information, such as names or birthdays 

Don’t use words found in a dictionary 

Use a vanity phrase, for example: “GR8way2B” 

Use several small words with punctuation marks: “betty,boop$car” 

Put punctuation in the middle of a word: “Roos%velt” 

Use an unusual way of contracting a word: “ppcrnsce” instead of 
‘peppercornsauce’

Use the first letter of each word in a phrase, with a random number  
in the middle: e.g.“hard to crack this password” = “htc5tp” 



5. Sound Complicated? It Doesn’t Have to Be!
Contrary to popular belief, creating a secure and easily remembered password 

can be easy – simply use a passphrase instead of a password. Unlike passwords, 

passphrases are mnemonic, making them much easier to memorise. 

For example, if you’re a Star Wars fan you can use the phrase “May The Force Be 

With You” as your password. By simply using this exact phrase you already meet 

three requirements from the list given on the previous page: 1) your password is 

more than eight characters in length 2) it contains uppercase and lowercase letters 

3) it does not contain obvious personal information.

Furthermore, by substituting some of the characters you can meet the other 

requirements to make your password even stronger. For example, substitute “@” for 

the “a” in ‘May’ and “!” for the “i” in ‘With’, and the number 4 instead of “For” in 

‘Force’ and you get “M@yThe4ceBeW!thYou.” Now that’s a strong password!



6. Password Management Tips
Unfortunately no matter how strong it is, a password can still be figured out 

eventually. We recommend that you take these additional steps to keep your 

computer safe:

Never share your passwords 

Change your passwords regularly

Never use the same password twice

Do not write passwords down in an obvious place

By having good password management and ensuring your computer has adequate 

security software installed you can rest assured that you, your computer and your 

identity will be kept secure for longer.



7. About McAfee
McAfee, Inc., the leading dedicated security technology company, headquartered in 

Santa Clara, California, with offices all over the world, delivers proactive and proven 

solutions and services that secure systems and networks around the world. With its 

unmatched security expertise and commitment to innovation, McAfee empowers 

home users, businesses, the public sector, and service providers with the ability to 

block attacks, prevent disruptions, and continuously track and improve their security.

For more information and advice about PC and Internet security, please visit the 

McAfee Security Advice Centre at www.mcafee.com/advice.
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