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Introduction

Dell’'s OpenManage Network Manager is an enterprise class network
management console for administrating, configuring and monitoring of Dell
PowerConnect switches. One of its many virtues is its ability to remove the
complexity of successfully managing configuration and firmware files on an
enterprise network.

This document walks the reader through a scenario where a network
administrator at a fictitious company named NetworkWeb Inc. utilizes Network
Manager to backup, restore, and deploy configuration files and firmware to
PowerConnect switches on an enterprise network.
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Getting Started

NetworkWeb Inc has several PowerConnect switches (PowerConnect 3248, 3348,
and two 5224s) configured and running on their network as core switches. The
network administrator would like to carry out the routine and time consuming
tasks listed below by utilizing the integrated TFTP server, backup, deploy, and
restore functionality of Network Manager.

Setup a TFTP server to allow the PowerConnect switches to backup and
restore configuration files and deploy firmware.

Backup the configuration files of PowerConnect switches on the network
to allow them to be restored in the event a switch fails or its
configuration file is changed or corrupted.

View and compare the backed up configuration files to ensure the
switches have been correctly configured.

Restore a backed up configuration file to a previously functioning switch
to quickly re-establish lost network connectivity and services.

Deploy the latest firmware to the PowerConnect switches to allow them
to take advantage of the most recent features and bug fixes.

Performing a Network Discovery

Before proceeding, a network discovery must be performed to allow the backup,
deploy, and restore of configuration and firmware files to and from
PowerConnect switches via Network Manager. The network administrator will
follow the standard procedures listed below to perform the network discovery.

Ensure Network Manager is correctly installed, configured, and has the
required services up and running. Please reference your Network
Manager Quick Start Guide for concerns or questions on this topic.

Start Network Manager from the Start menu (Start->Programs->Dell
OpenManage Applications->Network Manager->Network Manager).

Click on the Equipment Discovery Wizard and supply the IP addresses
or subnet(s) along with default community string(s) to allow Network
Manager to discover the new switches. Telnet credentials will need to be
provided for the PowerConnect switches during the discovery process.
Continue through the Equipment Discovery Wizard providing
appropriate information as detailed in the Network Manager Quick Start
Guide.
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Wait for the discovery cycle to be completed.

When the discovery process is complete, the switches will be added to
the database and accessible via Equipment Manager.

Creating a Static Group

The network administrator for NetworkWeb Inc is going to group their
configured core switches into a static group to facilitate performing backup
group operations to these switches. To create a static group, the network
administrator will follow the steps listed below:

1.

2
3
4.
5
6

Select Equipment Group Manager from the navigation pane
Click on the New button located in the upper right corner
Select the text Static Group and click on the Ok button

Enter “PowerConnect Core Switches” in the Name field

Click on Membership located in the navigation tree on the left

Click on the Add button under the Equipment section in the upper right
corner

Select all of the PowerConnect switches (PowerConnect 3248, 3348, and
two 5224s) using CTRL-click so they are highlighted (Figure 1, Callout 1)
and click on the Select button on the right (Figure 1, Callout 2)

Verify the selected switches are listed under the Equipment section at
the top and click on the Save button below the navigation pane in the
Equipment Group Manager window

Nov-2003
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Figure 1. Selecting equipment for static group

Configuring the Internal TFTP Server

A TFTP server is required to utilize the backup, deploy, and restore features of
Network Manager. Network Manager comes equipped with a built in TFTP
server alleviating the need to install a TFTP server on the network. The
NetworkWeb Inc network administrator will walk through the steps below to
verify the internal TFTP server for Network Manager is configured and running.

1. Select File Server Manager from the navigation pane

2. Click on the Setup button located in the upper right corner (Figure 2,
Callout 1)

3. Verify the Internal File Server radio button is selected (Figure 2, Callout
2)

4. Click the Save button to save the current settings (Figure 2, Callout 3)

Nov-2003 Page 8 Dell PowerConnect



= File Server Setup renManageTHM Network Manager

82 8B b

@ [8] Metwork Services

3 m imventory ' [FJFite Server Manager o B
Y, Equipment DiscoveryWizard | | coiteria Scheme: By il Server Nane e )& ew |
W Equipment Manager I e
%% Equipment Role Manager Hame: [* | ]
'. Equipment Group Manager . : [l ete '
% Link Manager —
% Lacation Manager BN rame | th P Address | available? | TFTP Semice | '—j
h Vendor Manager Setup
Contact Manager Ié

B Group Operations Manager

. pata Collection Prefile £
WL oS Manager I [FFite Server Setup &2 B
& Fio Sorver Manager | Designated File Server Type:
¢ [ Topoloay ® Internal File Server
i Geographical Topology () External File Server(s)
2} Logica Topology The internal TFTP Server in NetRestore version 4.1 1 i= supported on the Windows
¢ [ System Senvices MNP oparating systems_ I the depioyment ks on Sclaris, or it an FTP service is raquirsd,
[{i] schedute Manager t hen the External File Server oplion must be specified.
Audit Trail Manager i
(3, DAP Manager
¢ [G) Report Manager
[y iwentory Reports
@ ] Event Services
=8 Event Monitor
(B8 Event History

ﬁﬁ Event Template Manager
1 MNorthbound Manager

Returned: O Max Rows: |50 ig

Jeyon HOLMANPartition =~

Figure 2. Configuring the internal TFTP Server

% Note: To configure the use of an external TFTP Server. Click on the “New”
button located in the upper right corner and fill out the required fields in the

“Adding New File Server” view (See the Network Manager User Guide for
more detailed information on how to configure an external TETP Server). Be
sure to verify the configuration of the new external TFTP server by clicking on
the “Test” button located in the bottom right corner of the “Adding New File
Server” view. It is IMPORTANT TO NOTE that the specified external TFTP
server must reside on a machine also running a FTP server for backup, deploy,
and restore functionality to work with Network Manager. If the machine
running the external TFTP server is not also running a FTP server, then the
backup, deploy, and restore features of Network Manager will not function.

Troubleshooting Backup, Deploy, and Restore

If you are experiencing problems performing a backup, deploy, or restore to a
PowerConnect switch, please verify the following conditions do not exist on your
network or the machine running the Network Manager server:

e TFTP traffic is being filtered out on the local network.
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e TFTP port (number 69) is being blocked on the Network Manager server
by a firewall or other application.

e Another application is using the TFTP port for non TFTP traffic on the
Network Manager server.

¢ Another instance of a TFTP server is running on the Network Manager
server while the internal TFTP File server is configured to be in use.

The existence of any of these conditions could cause a “Mediation Exception
occurred ...” error, “Internal TFTP Server Timed-Out ...” error, or other error(s)
to occur during the execution of a backup, deploy, or restore operation(s).
Backup, deploy, and restore functionality of Network Manager will not function
properly if any of these conditions exist. If you encounter one of the errors
mentioned above, you can obtain more information by reviewing the Application
Server log by right clicking on the Network Manager icon in the system tray and
selecting “Logs->Application Server”.
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Backup

Network Manager provides a seamless and simplified means for backing up
configuration files from one or multiple PowerConnect switches on an enterprise
network. This is an essential task that should be performed routinely to facilitate
quickly deploying a backed up configuration to a miss-configured, maliciously
changed, or corrupted switch to restore any loss of network connectivity or
services that may have occurred because of this incident. When multiple
switches are assembled into a group, a group operation to backup configuration
files can be applied across this group of switches, resulting in a dramatic
reduction in the administrative and management time it would take to perform
this task in a one-to-one fashion. This section describes how NetworkWeb Inc
network administrator will backup the configuration files from one or more
switches on their network.

Backing up a Configuration file from a Switch

The configuration file for a switch can be backed up on a per switch basis with a
few mouse clicks. This allows for a quick and efficient means to backup a
PowerConnect switch’s configuration data. The network administrator for
NetworkWeb Inc will backup the configuration file of their PowerConnect 3348
switch by following the steps below.

1. Select Equipment Manager from the navigation pane

2. Select the PowerConnect 3348 switch so it becomes highlighted and click
on the Backup button located on the right

3. Click on the Add button and type “CoreSwitch-3348.cfg” in the Backup
File Image text field

4. Click on the Save button to save this text as a backup file image (Figure
3, Callout 1)

5. Click on the Configuration File Name pop-up menu and select
“Running Configuration” to backup the currently running configuration
on the switch (Figure 3, Callout 2)

6. Click on the Backup Now button located at the bottom of the window to
bring up the progress monitoring window for this operation (Figure 3,
Callout 3)

Nov-2003 Page 11 Dell PowerConnect



[F] viendor Data Drop In Form &d B

Backup Confgusation File:

Revice Hame: :PC:{}#B-‘I 43.166.236 234

Backup File IMAGE: (CoreSwach 3348 cfg | Sae| | cCancol |

Deseription:
1
Vendor Configuration- - ;
Configuration File Hames: Emgmm ri
Backup How Schedule Backup @ cancel [ Help

Figure 3. Backing up the configuration file of a PowerConnect 3348

Monitoring the Backup of a Configuration file from a Switch

The next screen (shown in Figure 4) displays the status of the running task. The
task is complete when the master task and all subtasks have a check mark
appearing next to them. If any operation fails then a red stop sign or question
mark will appear next to the task and propagate up to the master task signifying
an error has occurred. The failed subtask(s) can be expanded to reveal text
briefly explaining the cause of the error.

ﬁ Note: If a red stop sign or question mark appears in the figure below with text
detailing the problem to be a “Mediation Exception occurred ..."error, “Internal
TFTP Server Timed-Out ..."error, or other error(s), please consult the

“Troubleshooting Backup, Deploy, and Restore” segment in Section 2 for a
solution to this problem.
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i sto i i
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§ Message Details

Status: Completed: Successful @ Close ’

Figure 4. Monitoring the backup of a configuration file from a 3348

Backing up Configuration Files from Multiple Switches

The configuration files of multiple PowerConnect switches can be backed up in a
single action with a group operation. This provides a quick and easy method to
backup the configuration data of all PowerConnect switches on a network
without having to perform the time consuming task of interfacing with each
PowerConnect switch and backing it up manually. The network administrator
for NetworkWeb Inc will backup the configuration files of all their
PowerConnect switches on the network by following the steps listed below.

1. Select Group Operations Manager from the navigation pane
2. Click on the New button located in the upper right corner

3. Enter “Backup PowerConnect Core Switches” in the Name field (Figure
5, Callout 1)

4. Enter “Backs up the PowerConnect Core Switches Configuration Files”
in the Description field (Figure 5, Callout 2)

5. Select “PowerConnect Core Switches” from the Group pop-up menu
(Figure 5, Callout 3)

6. Select NetConfig Operations -> Global -> Backup from the Operation
field and click on the Next button (Figure 5, Callout 4 & 5)
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Figure 5. Creating multi-switch configuration backup group operation

7. Enter “CoreSwitch.cfg” in the Backup Filename text field click on the
Next button (Figure 6, Callout 1)

Figure 6. Configuring multi-switch configuration file backup group operation

8. Ensure all three options are checked under the Options section and click

on the Next button to bring up the progress monitoring window for this
operation (Figure 7, Callout 1)
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Figure 7. Options for multi-switch configuration file backup group operation

Monitoring the Backup of a Configuration file from Multiple Switches

The next screen (shown in Figure 8) displays the status of the running group
operation. The group operation is complete when the master task and all
subtasks have a check mark appearing next to them. In this instance, a group
operation was run against a mixed group of switches that all support this
operation so it completes successfully. If any operation fails then a red stop sign
or question mark will appear next to the task and propagate up to the master
task signifying an error has occurred. The failed subtask(s) can be expanded to
reveal text briefly explaining the cause of the error.

% Note: If a red stop sign or question mark appears in the figure below with text
detailing the problem to be a “Mediation Exception occurred ... error, “Internal
TFTP Server Timed-Out ...”error, or other error(s), please consult the
“Troubleshooting Backup, Deploy, and Restore” segment in Section 2 for a
solution to this problem.
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Figure 8. Monitoring the configuration file backup of multiple switches
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Restore

Network Manager provides a simple means to view, compare, and edit a
switch’s backed up configuration file(s) to ensure its validity before restoring the
file to a PowerConnect switch. A side-by-side comparison can also be performed
between the configuration files of two different switches to easily depict the
difference in configuration settings of these devices. The network administrator
for NetworkWeb Inc will verify the backed up configuration files from the
section above are valid before restoring them to their PowerConnect switches.

Viewing, Comparing, and Editing a Configuration File(s) on a Single Switch

The backed up configuration file(s) of a switch can be viewed, compared, and
edited using Network Manager. This provides the NetworkWeb Inc local
administrator a simple means to review and update any errors located in a
switch’s backed up configuration file. The network administrator will perform
the tasks listed here by following the steps detailed below.

1. Select Equipment Manager from the navigation pane

2. Select the PowerConnect3348 switch so it becomes highlighted and click
on the Open button to bring up the one-to-one editing window for the
switch

3. Click on Equipment Info ( ... ) -> NetConfig - > Configurations
navigation tree located to the left of this window to open the view listing
the current device configuration files (Figure 9, Callout 1)

4. To view the “CoreSwitch-3348.cfg” file, select it from the list of available
configuration files and click on the View button to open a window
displaying the selected configuration file (Figure 9, Callout 2)

5. To edit the “CoreSwitch-3248.cfg” file, select it from the list of available
configuration files and click on the Edit button to open an editing
window for the selected configuration file (Figure 9, Callout 3)
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Figure 9. PowerConnect 3348 backed up configuration file operations

6. To compare the “CoreSwitch-3348.cfg” file against the “CoreSwitch.cfg”
file, select both of them from the list of available configuration files and
click on the Compare button (Figure 9, Callout 4) to open a window
displaying a side by side comparison of the two configuration files
(Figure 10, Callout 1)

e The legend details the color scheme used to denote the added,
deleted, and modified lines (Figure 10, Callout 2)

e The formatted “# / #” text (where the sign # represents an actual
number) above the “>>” button displays overall difference
information where the first number represents the current
difference number being viewed and the second number
represents the total number of differences between the two files
(Figure 10, Callout 3)

e The “<<” and “>>" buttons can be used to jump to the previous
and next highlighted difference between the two files (Figure 10,
Callout 4)

e The “Top” button moves both views to the top of each
configuration file (Figure 10, Callout 5)

o Differences between the two configuration files are highlighted
in the colors designated in the legend to depict the type of
change between the two files (Figure 10, Callout 6)

Note: Export, import, and delete are the other actions that can be performed on
a backed up configuration file. These actions can be executed by selecting the
desired configuration file and clicking on the button corresponding to the action
to be performed.
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‘Compare Two Configurations el
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nmp-sener host 143.166.236.41 kyle 1 “{usemame admin password 467575181 702001568867 260346
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nmp-serer location MOC S snmp-senver host143.166.236.98 kyle 1

nmp-server contact "IT Support x0000  lsnmp-senver location NOG
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samp-senver frap authentication

nmp-sener community kyle su 143166 236 41 “lenmp-server cammunity ke su 1431 66.236 .41

nMp-saner community ke su 143.166.236.98 Slsnmp-sarver community ke su 143166236 98 i

Figure 10. Comparing two PowerConnect 3348 configuration files

% Note: The “snmp-server host 143.166.23.1 kyle 1” and “snmp-server
community 143.166.23.1” entries were removed from the “CoreSwitch.cfg” file
on the right to illustrate how easy it is to spot a difference between two
PowerConnect configuration files using the compare feature of Network
Manager.

Comparing Configuration Files between two different Switches

A comparison between the backed up configuration file of two switches can be
performed quickly and efficiently using Network Manager. This allows the
NetworkWeb Inc network administrator a quick means to review the differences
in configuration between the two switches and avoid the repetitive and time
consuming task of interfacing with both switches and performing a side by side
comparison of their configuration settings manually. The network administrator
will perform the comparison listed above by following the steps listed below.

1. Select Equipment Manager from the navigation pane
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2. Select the PowerConnect3248 and PowerConnect3348 switch so they are
both highlighted and click on the Compare button to bring up the
Compare Configuration Files window

3. Select the “CoreSwitch.cfg” configuration file from the PowerConnect
3248 and “CoreSwitch-3348.cfg” from the PowerConnect 3348
Configuration table (Figure 11, Callout 1 & 2)

4. Click on the Compare button to open a window displaying a side by side
comparison of the two configuration files

i Ennwncmraimr-lm & B

Compare Configurations:

Dezvice Hame: PCI248-143.166 236188

Confligurations: | ' rfiguration

@/ 1 Mon Sep 1501:2.. 6014
Description: Revisian 1
F "—'#
Return.. v Show Last Revision Only Max Rows:100 |0 Go i

Device Hame: PCI348-143.166.236.234

Configurations: |[EGL R0

oreSwitch- 3348 |Mon Sep 15004,
@—/ CoreSwitch cig 1 Won Sep 15 01:2., il

Description: Fevizon 1

Return... [¥ Show Last Revision Only unm:qq_ul j 6o |

Compare ® cancel [Z] Help

Figure 11. PowerConnect 3248 and 3348 backed up configuration file operations

/ Note: Even though more than two switches can be selected in the Equipment
Manager for comparison, this feature only supports comparison of configuration
files between two switches. If more than two switches are selected, then the
comparison will be performed on the first two switches in the selected group.

Restoring a Configuration File to a Switch

After a configuration file has been backed up, it can be restored to a switch.
Network Manager accomplishes this task with a few mouse clicks creating a
quick and easy means to apply a designated configuration to a switch without
having to setup a TFTP server and configuring the switch to manually restore it
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from there. The network administrator for NetworkWeb Inc will perform the
restore operation listed above by following the steps detailed below.

1.
2.

Select Equipment Manager from the navigation pane

Select the PowerConnect3348 switch so that it becomes highlighted and
click on the Restore button to bring up the restore settings window

Click on the Configuration pop-up field and select “CoreSwitch.cfg”
(Figure 12, Callout 1)

Select the top entry in the History table (Figure 12, Callout 2)

Click on the Destination File Name pop-up field and select “Startup
Configuration” (Figure 12, Callout 3)

Click the Restore Now button to bring up the progress monitoring
window for this operation (Figure 12, Callout 4)

Note: In this instance, the “Reboot device” check box is already checked and
grayed out requiring the reboot of a switch after a configuration is restored to
the device. It is recommended checking this setting for other switches that do not
have it set by default to ensure the switch gets rebooted for the newly restored
configuration file to take effect. Selecting this option will result in the overall
restore operation taking several minutes as the switch reboots after the
configuration file has been restored.
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[~ Vendor Data Drop In Form & B

Restors Configuration File:

Device Hame: PC3348-143.166 236 234

ey e e

Configuration:

Histong:

1 Mon Sep 15 01:23:28'CD.. 906
© e
1Z||!ﬂ5-|r|1' I

Description: Revision 1

Returned: 1| Show Last Rewision Only Max m [ G

Vendor Configuration

Dectination File Hame: Startup Configuration ot |
Reboot devies: &

Restare How | Sehedule Restore | @ concer | [ e |

Figure 12. Setting a configuration file restore to a PowerConnect 3348

Monitoring the Restoration of a Configuration file to a Switch

The next screen (shown in Figure 13) displays the status of the running task. The
task is complete when the master task and all subtasks have a check mark
appearing next to them. If any operation fails then a red stop sign or question
mark will appear next to the task and propagate up to the master task signifying
an error has occurred. The failed subtask(s) can be expanded to reveal text
briefly explaining the cause of the error.

% Note: If a red stop sign or question mark appears in the figure below with text
detailing the problem to be a “Mediation Exception occurred ... error, “Internal

TFTP Server Timed-Out ..."error, or other error(s), please consult the

“Troubleshooting Backup, Deploy, and Restore” segment in Section 2 for a
solution to this problem.
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-
[Finetrestore Restore Status o B

Received Status Messages:

@ ¥ Successiul performing restare on device: PC3348-143.166.236.234
@ ¥ Using Internal File Server
@ Retrieved Internal File Server at 143.166.236.41.
@ Internal File ServerWaiting To Send: 143166236234_CoreSwitch.cfg to Device (ip): 143.166.236.234.
@ Internal File Server Sent: File Marme: 1431 BE23IE234_CoreSwitch.cfy (700 hytes) to Device: 143 166.236.234.
& ¥ updating restore status
{® This itern has been scheduled. Restore status will be updated once done.
@ Succesfully Restored configuration on device PC3348-143.166.236.234.
i8] Beginning Internal Restore Process.
& Restore file successfully retrieved frarm source contral,
&o‘- Created File Prefic 143166236234
@ Driver restare sewvice successiully executed.
@ Restore Process completed successfully.

[v] @ Info [¥] & warning [v] @ Error [ &% Debug

iMon Sep 15 02:28:29 COT 2003 IMDn Sep 15 02:28:43 COT 2003 lkyon

Message Details

Status: Completed: Successful

Figure 13. Monitoring the restoring of a configuration file to a PowerConnect 3348
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Deploy

Network Manager provides a centralized firmware management tool for
PowerConnect switches. It enables firmware to be easily imported into the
application and stored in its database allowing simple deployment to any
PowerConnect switch on a network with a single operation. When multiple
switches are categorized as a group, firmware can be deployed to all switches in
the group, dramatically reducing the administrative and management time it
would take to perform this task in a one-to-one fashion. This section describes
how the network administrator for NetworkWeb Inc will import the latest
firmware for his company’s PowerConnect switches into Network Manager and
then deploy the updated firmware files to his PowerConnect switches.

Importing Firmware into Network Manager

Before firmware can be deployed to a switch, it must be imported into OS
Manager. The OS Manager provides a centralized file manager for
PowerConnect firmware. It keeps track of all imported firmware and correctly
associates it with the appropriate PowerConnect model(s). The network
administrator for NetworkWeb Inc will get the latest version of firmware for the
PowerConnect 3248 switch from Dell’s support website (http://support.dell.com)
before performing the steps listed below to deploy it to a PowerConnect switch.

1. Go to the Dell’s support website and download version 2.0.0.21 of the
PowerConnect 3248 firmware to your hard drive

2. Select OS Manager from the navigation pane
3. Click on the New button located in the upper right corner

4. Click on the “...” button will to open up a browse dialog box field
(Figure 14, Callout 1)

5. Navigate to the location where the firmware from step 1 was
downloaded and stored on the hard drive, select it, and click on the Ok
button

6. Enter “3248v20021.bix” in the Image Name text field (Figure 14, Callout
2)

7. Enter “v20021” in the Version text field (Figure 14, Callout 3)

8. Enter “PowerConnect 3248 Firmware v20021” in the Description text
field (Figure 14, Callout 4)
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10.

11.

12.

13.

Click the Vendor pop-up field and select “Dell Inc.” from the selection
(Figure 14, Callout 5)

Select “PowerConnect 3248 (1.3.6.1.4.1.674.10895.3)” from the Supported
Models box (Figure 14, Callout 6)

Ensure “OSVersion” is displayed in the Image Type pop-up field (Figure
14, Callout 7)

Click on the Save button to import this firmware into the OS Manager
(Figure 14, Callout 8)

Click the Yes button in the accompanying “Please Confirm” dialog box
to initiate the firmware import process

_JrE

5
File Hame: lre\PowerConnect3248(Graham)-va02(20021)1324820021 bix| _w )

-Eﬂ—mm:[.m&emm O o

owerConnect 3024 (1.3.6.1.4.1.674.10895.1)

awerCannedt 3048 (1.3.6.1.4.1.674,10895.5)

owarConnect 3248 (1.3.6.1 4.1.674.10895.3)

owerConnect 5012 (1.3.6.1.4.1.674.10895.2)

owerConnect 5212 (1.2.6.1.4.1 674.10895.1000)
owrarConnect 5224 (1.3.6.1.4.1 67410895 4)
PowerConnect 3324 Stackable (1.3.6.1.4.1.674.10895 3002)
PowerConnect 3348 Stackable {1.3.6.1.4.1 67410395 3003)

Figure 14. Importing firmware for a PowerConnect 3248

Note: Download the latest firmware and perform the same steps for the
PowerConnect 5224 switches filling in the appropriate information before
proceeding. The following sections are going to assume that the updated
firmware for the PowerConnect 5224 switch has been downloaded and imported
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into OS Manager so the steps in the following sections can be completed.
Firmware for the PowerConnect 3248 switches should also be downloaded for
future use, but will not used in any of the following examples.

Deploying Firmware to One Switch

After all the appropriate firmware has been imported into the OS Manager, it can
be deployed to its corresponding PowerConnect switch. The PowerConnect 3248
on NetworkWeb Inc network has firmware version 1.0.17 and needs to be
updated to version 2.0.0.21. The network administrator will walk through
deploying the updated firmware to this switch.

1.
2.

Select Equipment Manager from the navigation pane

Select the PowerConnect3248 switch so that it becomes highlighted and
click on the Deploy button to bring up the Vendor Data Drop in Form

Select the firmware image named “3248v2001” from the Available
Software table (Figure 15, Callout 1)

Click on the Remove unused operation Images check box (Figure 15,
Callout 2)

Click on the Reboot device check box (Figure 15, Callout 3)

Click the Deploy Now button to bring up the progress monitoring
window for this operation (Figure 15, Callout 4)
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| [7]Vendor Data Drop In Form & B

Daploy Softveare:
Device Name: PCI243-143.166.236.188
Available Software:

PowerConnect 3248 Firmware v20... Mon Sep 15 03:02:19 COT 2.
PowerConnect 3248 Fimmware w10 Mon Sep 15031746 COT 2.

|Existing Sofhware Images for Device

Vendor Configusathan

Current Operation Code Wersien: 1047

Current Oparation Code imadge:

324
Remove unused operation Images: @—lﬁ
Il

Beboot Dewies: @7

B_1017 bix

pecte: Lipon & successiul OS5 deployment and reboot of the device, resynchronzalion should be indiabed in order (0 taks full advanbegs of
ey ny Teatures tal the daploved OS5 version might sxpozs

Figure 15. Deploying a firmware upgrade to a PowerConnect 3248

Monitoring the Deployment of a Firmware file to one Switch

The next screen (shown in Figure 16) displays the status of the running task. The
task is complete when the master task and all subtasks have a check mark
appearing next to them. If any operation fails then a red stop sign or question
mark will appear next to the task and propagate up to the master task signifying
an error has occurred. The failed subtask(s) can be expanded to reveal text
briefly explaining the cause of the error.

% Note: On switches that display a warning icon like the one below (see Figure
16) during firmware deployment, the actual deployment process is not complete
until the noted text detailed beside the warning icon is displayed. There are other
statements displayed during the deployment process giving the indication the
deployment process might have completed however this is not the case. The
deployment process for these switches is ONLY COMPLETED when the text
beside the warning icon is displayed. Attempting to confiqure a switch in the
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midst of a firmware deploy operation could result in arbitrary errors due to the
changing state of the switch during the firmware upgrade process.

% Note: If a red stop sign or question mark appears in the figure below with text
detailing the problem to be a “Mediation Exception occurred ... error, “Internal
TFTP Server Timed-Out ... error, or other error(s), please consult the
“Troubleshooting Backup, Deploy, and Restore” segment in Section 2 for a
solution to this problem.

| [FINetrestore Deploy Status & E H

Received Status Messages:

@ 7 Successful : performing deploy on device: PC3248-143.166.236.1 88
@ i lJsing Internal File Server
@ Retrieved Internal File Server at 143.166.236.41.
@ Internal File Server Waiting To Send: 324820021 bix to Device (ip). 143.166.236.188.
@ Internal File Server Sent: File Marne: 324820021 .bix (1554380 bytes) to Device: 143.166.236.188.
& Beainning Internal Deploy Process.
@ Retrieving Deploy File Image ‘324820021 bix' from source control,
& Deploy File Image successfully retrieved from source control.
@ verifring for free space availability on device PC3248-143.166.236.188.
@ The firrmware deploy has been executed 1l The device will reboot per selection, Review Audit Trial for status later.
(i\, MOTE: Deployment process is not complete until you see 3 "Successiully Restored configuration an device " ar"F
@ Driver deploy service successiully executed.
@ Deploy Process completed successfully.
& Succesfully Restared configuration on device PC3248-143 166.236.188.
@ Reboothas been initiated on device PC3248-143.166.236.188.

[ »
vl @ Info [l /¥ Warning [ @ Error [ &7 Debug
|Mon Siep 15 03:33:21 CDT 2003 Mon Sep 15 03 36:26 CDT 2003 [kyon Z) Wy Xy

o

Message Details

Status: Completed: Successful Ii Close ’

Figure 16. Monitoring the deploying of firmware to a PowerConnect 3248

Deploying Firmware to Multiple Switches

After the appropriate firmware has been imported into the OS Manager,
firmware can be deployed to a group of switches that support the same firmware
using a global group deploy operation. In this case, creating a dynamic group
versus a static group for the firmware deployment is more advantageous. A
static group requires the network administrator to update its switch membership
when new switches of the same type are added to or dropped from the network.
A dynamic group on the other hand automatically adds or drops switches based
on a supplied filter criteria eliminating the chance a network administrator could
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forget to perform this task and ensuring that all switches satisfying this criteria
on the network receive the firmware upgrade.

If you want to deploy firmware to a heterogeneous group of switches, a batch
deploy operation rather than a group deploy operation is appropriate. The batch
deploy allows you to select a different firmware file for download to each switch
within the group. For more details on batch deploy, see the Batch Operations
subsection of the Group Operations section in the Network Manager User’s
Guide.

In the following subsections, the network administrator for NetworkWeb Inc will
create a dynamic group called “PowerConnect 5224 Switches” for firmware
deployment to his PowerConnect 5224 switches. After this is done, the network
administrator will perform a global group deploy operation updating these
switches firmware from version v1.0.1.2 to v2.0.0.27.

Creating a Dynamic Group

The network administrator for NetworkWeb Inc is going to create a dynamic
group of PowerConnect 5224 switches by following the steps listed below:

1. Select Equipment Group Manager from the navigation pane
2. Click on the New button located in the upper right corner

3. Select the text Dynamic Group and click on the Ok button

4. Enter “PowerConnect 5224 Switches” in the Name field
5

Click on Filter located in the navigation tree on the left (Figure 17,
Callout 1)

6. Click on the Model check box (Figure 17, Callout 2)
7. Enter “5224” in the Model text field (Figure 17, Callout 3)

8. Click on the Save button below the navigation pane in the Equipment
Group Manager window to save this newly created dynamic group
(Figure 17, Callout 4)
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Figure 17. Specifying information for a dynamic group filter

Deploying Firmware to Multiple Switches

The network administrator for NetworkWeb Inc is going to deploy an updated
firmware to the switches in the newly created dynamic group of PowerConnect
5224 switches by following the steps listed below:

1.
2.
3.

Select Group Operations Manager from the navigation pane
Click on the New button located in the upper right corner

Enter “Deploy Firmware to PowerConnect 5224 Switches” in the Name
field (Figure 17, Callout 1)

Enter “Deploys the latest firmware to the PowerConnect 5224 Switches”
in the Description field (Figure 17, Callout 2)

Select “PowerConnect 5224 Switches” from the Group pop-up menu
(Figure 17, Callout 3)

Select NetConfig Operations -> Global -> Deploy and click on the Next
button (Figure 17, Callout 4 & 5)
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Figure 18. Creating multi-switch deployment group operation

7. Select the firmware image named “5224v20027” from the Available
Software table and click the Next button to continue (This will be the
firmware you downloaded and imported into Network Manager from
the Dell support website listed earlier. See Figure 19, Callout 1)
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Availabie Software:
Flle Mame arsion serplio
3248v20021.bix | 324820021bix |  OSBVersion | 20021 |PowerConnect 32... Mon Sep 15 03:02.
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Figure 19. Configuring multi-switch firmware deployment group operation

8. Ensure all three options are checked under the Options section and click
on the Next button to begin the deploy and bring up the progress
monitoring window for this operation (Figure 7, Callout 1)

Monitoring the Deployment of a Firmware file to Multiple Switches

The next screen (shown in Figure 19) displays the status of the running group
operation. The group operation is complete when the master task and all
subtasks have a check mark appearing next to them. In this instance, a group
operation was run against a mixed group of switches that all support this
operation so it completes successfully. If any operation fails then a red stop sign
or question mark will appear next to the task and propagate up to the master
task signifying an error has occurred. The failed subtask(s) can be expanded to
reveal text briefly explaining the cause of the error.

% Note: On switches that display a warning icon like the one below (see Figure
19) during firmware deployment, the actual deployment process is not complete

until text noted beside the warning icon is displayed on its own line. There are
other statements displayed during the deployment process that may give the
impression that the deployment process has completed however this is not the
case. The deployment process for these switches is ONLY COMPLETED when
the text noted by the warning icon is displayed. Attempting to configure a
switch in the midst of a firmware deploy operation could result in arbitrary
errors due to the changing state of the switch during the firmware upgrade
process.
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% Note: If a red stop sign or question mark appears in the figure below with text
detailing the problem to be a “Mediation Exception occurred ... error, “Internal
TFTP Server Timed-Out ...”error, or other error(s), please consult the
“Troubleshooting Backup, Deploy, and Restore” segment in Section 2 for a
solution to this problem.

Group Operation Execution Status

L] = Successful Deploy Firmware to PowsrConnect 5224 Switches - Deploy
Q@ i Lsing Internal File Server
§% Added Global Deploy Reciepient: 1431662361 41/PC5224-2-143.166.236.141
&= added Global Deploy Reciepient 143,166 236.33/PC5224-143 166.236.33
@ Retrieved Internal File Server at 143 166.236.41
@ Internal File Server Sent: File Mame: PCH224 W2 0027 bix (1563932 bytes) ta Device: 1431 66.236.33.
@ Internal File Server Sent: File Mame: PCH224 V20027 bix (1563932 bytes) to Device: 143.166.236.141.
@ ¥ Deploy for PC5224-143 166.236.33
® starting operation Deploy against PC5224-143166.236.33
@ Beginning Deplaoy Process.
@ verified that Metwork Element PC5224-143 166.236.33"is a Top Level Metwoark Elemeant.
B Werifying for free space availability on device PC5224-143.166.236.33.
@ Stant remowing unused operation code ..
@ Successfully removed all unused operation code an device PCS224-142.166.236.23.
@ The firmware deploy has been executed 1. The device will reboot per selection, Review Audit Trial for status |ater.
& MOTE: Deployment process is not complete until vou see a "Successfully Restared configuration on device " aor"Faile
@ Driver deploy service successfully executed.
@ Deploy Process completed successfully.
@ Succesfully Restored configuration on device PC5224-143166.236.33.
@ Reboothas been initiated on device PCA224-143 166.236.33.
G & Deployfor PCG224-2-143 166,236,141
@ starting operation Deploy against PC5224-2-143166.236.1 41
@ Beginning Deplay Process.
@ verified that Metwork Element PC5224-2-143.166.236.141'is a Top Level Metwork Element.
® “erifying for free space availability on device PC5224-2-143.166.236.141.
@ Start removing unused operation code .
® Successfully removed all unused operation code on device PC5224-2-143.166.236.141.
@ The firrmvware deploy has been executed . The device will reboot per selaction, Review Audit Trial for status [ater.
& MNOTE: Deployment process is not complete until vou see a "Successfully Restared configuration aon device |." ar"Faile
& Driver deploy service successfully executed.
5] Deploy Process completed successfully.
@ Succesfully Restored configuration an device PCA224-2-143 166.236 141,
® Reboothas been initiated on device PCA224-2-143.166.236.141.
® Calling Setup Rule
@ Deploy File Image successfully retrieved from source contral,
® Starting 2 jobs for operation Deploy

LEN [*
vl @& info [ /% warning [v] @ Error [ 5* Debug
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Figure 20. Monitoring a multi-switch firmware deployment group operation
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Conclusion

After reviewing this document, you should have a fundamental understanding
of the following tasks:

e How to backup configuration files from one or more switches

e How to view, compare, and edit backed up configuration file(s)
e How to restore a configuration file to a switch

e How to deploy firmware to one or more switches

Additionally, you should be able to comfortably apply these operations to the
PowerConnect switches on your network. This will allow you to more effectively
manage your network, drastically reducing the time and effort you spend
configuring and administering these devices. More detailed information on the
topics covered in this paper can be found in the Network Manager User’s Guide.

THIS HOW-TO GUIDE IS FOR INFORMATIONAL PURPOSES ONLY. IT MAY CONTAIN TYPOGRAPHICAL
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